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The UAE Cyber Security Council has observed high-severity vulnerabilities in ManageEngine 
Exchange Reporter Plus that could allow attackers to inject and execute malicious scripts, potentially 
leading to unauthorized access and compromise of the application. 
 

 
 

Vulnerability Details 
CVE-2025-5343 – Stored XSS in Instant Search (Content Search module) 

• Severity: High 
• A stored XSS vulnerability exists in the Instant Search function within the Content Search 

module. Attackers could exploit this flaw to inject malicious scripts, potentially 
compromising user sessions. 

• Successful exploitation could allow attackers to execute arbitrary JavaScript in the context 
of the affected user’s session, gaining access to the application. 

• Affected Versions: Build 5721 and below 
 
CVE-2025-5347 – Stored XSS in Messages by Body Keyword Report (Reports module) 

• Severity: High 
• A stored XSS vulnerability exists in the “Messages by Body Keyword” report within the 

Reports module. This issue could be exploited by malicious users to execute unauthorized 
scripts. 

• Successful exploitation could allow attackers to execute arbitrary code, leading to 
unauthorized access to application data. 

• Affected Versions: Build 5722 and below 
 
Fixed Versions: 

• Build 5723 or later 
 

 
 
The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest 
versions released by ManageEngine. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 
 

• https://www.manageengine.com/products/exchange-reports/advisory/CVE-2025-
5343.html 

• https://www.manageengine.com/products/exchange-reports/advisory/CVE-2025-
5347.html 
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