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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Progress Software has disclosed a high-severity
vulnerability (CVE-2025-10932) in MOVEit Transfer, a popular managed file transfer platform used
globally for secure data exchange.

TECHNICAL DETAILS:

Progress Software has disclosed a high-severity vulnerability (CVE-2025-10932) in MOVEit Transfer,
a popular managed file transfer platform used globally for secure data exchange.

The flaw affects the AS2 module and could allow unauthenticated remote attackers to trigger
uncontrolled resource consumption, leading to service degradation or denial of service (DoS).

While MOVEit Cloud customers are already patched, on-premises MOVEit Transfer users must take
immediate action to mitigate the risk by applying the available hotfix or implementing temporary
workarounds.

Vulnerability Details
e CVEID-CVE-2025-10932
e (CVSS Score-8.2 (High)
e Vulnerability Type-Uncontrolled Resource Consumption
o Affected Component-AS2 Module in MOVEit Transfer

MOVEit Transfer 2025.0.2 (17.0.2) and earlier MOVEit Transfer 2025.0.3 (17.0.3)

MOVEit Transfer 2024.1. 6 (16.1.6) and earlier MOVEit Transfer 2024.1.7 (16.1.7)

MOVEit Transfer 2023.1.15 (15.1.15) and earlier MOVEit Transfer 2023.1.16 (15.1.16)

MOVEit Transfer 2023.0 and earlier or 2024.0 Upgrade to active version or apply
workaround

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade to one of the patched versions immediately.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://community.progress.com/s/article/MOVEit-Transfer-Vulnerability-CVE-2025-
10932-October-29-2025
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