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The UAE Cyber Security Council has observed that Apple has released a security update for 
Compressor to address a vulnerability that may allow an unauthenticated user on the same network 
to execute arbitrary code on affected systems.  
 
 

 
Apple has released a security update for Compressor 4.11.1 to address a vulnerability that could 
allow an unauthenticated user on the same network to execute arbitrary code on a Compressor 
server.  
 
Vulnerability Details 

• CVE-2025-43515 
• CVSS v3 Base Score: 8.8 Severity: High  
• A flaw in Compressor allowed external network connections, potentially enabling 

unauthorized users on the same network to execute arbitrary code.  
• Successful exploitation of this vulnerability can lead to unauthorized access, compromise 

of system integrity, and potential full control of the affected Compressor server. 
 
Affected Products 

• Compressor 4.11.0 and earlier running on macOS Sequoia 15.6 and later. 
 
Fixed Version 

• Compressor 4.11.1 or later 
 
 

 
The UAE Cyber Security Council recommends installing the latest versions released by Apple. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 
• https://support.apple.com/en-us/125693 
• https://www.tenable.com/cve/CVE-2025-43515 
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