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The UAE Cyber Security Council has observed that WatchGuard has released security updates 
addressing ten vulnerabilities impacting Firebox appliances and associated components. 
 

 
 
WatchGuard Technologies has released a critical series of security advisories addressing five high-
severity vulnerabilities across its Firebox product line. These flaws include authenticated out-of-
bounds writes, memory corruption, XPath injection, boot integrity bypass, and multiple stored cross-
site scripting (XSS) issues. Successful exploitation could result in code execution, system compromise, 
configuration tampering, or unauthorized data access. 
 
Vulnerability Details 
 
1. WGSA-2025-00026 
Boot Time System Integrity Check Bypass 
CVE-2025-13940 | Medium 
 
2. WGSA-2025-00025 
XPath Injection Vulnerability in Web CGI 
CVE-2025-1545 | High 
 
3. WGSA-2025-00024 
Stored Cross-Site-Scripting (XSS) in Gateway Wireless Controller 
CVE-2025-13939 | Medium 
 
4. WGSA-2025-00023 
Stored Cross-Site-Scripting (XSS) in Autotask Integration Configuration 
CVE-2025-13938 | Medium 
 
5. WGSA-2025-00022 
Stored Cross-Site-Scripting (XSS) in ConnectWise Integration Configuration 
CVE-2025-13937 | Medium 
 
6. WGSA-2025-00021 
Stored Cross-Site-Scripting (XSS) in Tigerpaw Integration Configuration 
CVE-2025-13936 | Medium 
 
7. WGSA-2025-00020 
Authenticated Out-of-Bounds Write in Management CLI Ping Command 
CVE-2025-12196 | High 
 
8. WGSA-2025-00019 
Authenticated Out-of-Bounds Write in Management CLI IPSec Configuration 
CVE-2025-12195 | High 
 
 

TECHNICAL DETAILS: 

EXECUTIVE SUMMARY: 
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9. WGSA-2025-00018 
iked Memory Corruption Vulnerability 
CVE-2025-11838 | High 
 
10. WGSA-2025-00017 
Authenticated Out-of-Bounds Write in certd 
CVE-2025-12026 | High 
 
Resolved Version 

• 2025.1.3 
• 12.11.5 
• 12.5.14 

 
 

 
 
• Install WatchGuard firmware updates addressing all vulnerabilities. 
• Verify updated versions on all Firebox devices. 

 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 

 
 
• https://www.watchguard.com/wgrd-psirt/advisories 
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