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The UAE Cyber Security Council has observed that Synology has released a security update to address 
a critical vulnerability affecting the C2 Identity Edge Server package deployed on Synology DSM. 
  
 
 
Synology has released a security update to address a critical vulnerability affecting the C2 Identity 
Edge Server package deployed on Synology DSM. The vulnerability, tracked as CVE-2025-14713, that 
could allow unauthenticated remote attackers to obtain user credentials from the edge server. 
Exploitation of this flaw may lead to credential compromise, unauthorized access, and potential 
lateral movement within enterprise environments. All affected systems should be updated 
immediately, as no mitigations or workarounds are currently available. 

 
Vulnerability Details 

• CVE ID: CVE-2025-14713 
• Severity Rating: Important (Synology), Critical (Product Impact) 
• CVSS v3.1 Score: 7.5  

 
Affected Products: 

Product Severity Fixed Release 
C2 Identity Edge Server for DSM 7.3 Critical Upgrade to 1.76.0-0307 or later 
C2 Identity Edge Server for DSM 7.2.2 Critical Upgrade to 1.76.0-0307 or later 
C2 Identity Edge Server for DSM 7.2.1 Critical Upgrade to 1.76.0-0307 or later 
C2 Identity Edge Server for DSM 7.1 Critical Upgrade to 1.76.0-0307 or later 

 
 

 
 
Apply Security Updates Immediately: 

• Upgrade all instances of C2 Identity Edge Server to fixed version or later without delay. 
• Prioritize systems exposed to the internet or used for centralized identity management. 

 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 

• https://www.synology.com/en-my/security/advisory/Synology_SA_25_18 
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