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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Atlassian has released security updates to address
multiple vulnerabilities in its products.

TECHNICAL DETAILS:

Atlassian has released its June 2025 Security Bulletin, addressing multiple high-severity
vulnerabilities across its products. Successful exploitation of these flaws could result in denial of
service (DoS), improper authorization, and path traversal attacks.

Vulnerability Details, Affected Products & Fixed Versions:
Bamboo Data Center and Server
e Vulnerability: Improper Authorization (spring-security-crypto)
e CVE: CVE-2025-22228 — CVSS 7.4 (High)
o Fixed Versions: 10.2.3 (LTS), 9.6.14 (LTS)
Bitbucket Data Center and Server
e Vulnerabilities:
o DoS via Third-Party Dependencies
o CVEs: CVE-2025-24970, CVE-2024-57699, CVE-2025-31650 — CVSS 7.5 (High)
o Fixed Versions: 9.6.2,9.5.2,9.4.6 (LTS), 8.19.18 (LTS), 8.9.27 (LTS)
Confluence Data Center and Server
e Vulnerabilities:
o DoS (CVE-2024-57699) — CVSS 7.5
o Improper Authorization (CVE-2025-22228) — CVSS 7.4
e Fixed Versions: 9.5.1,9.2.5 (LTS), 8.5.23 (LTS)
Crowd Data Center and Server
e Vulnerabilities:
o Path Traversal (CVE-2024-38816) — CVSS 7.5
o DoS (CVE-2024-57699, CVE-2025-31650) — CVSS 7.5
o Fixed Version: 5.3.6, 6.3.1
Jira Software Data Center and Server
e Vulnerability: DoS via Third-Party Dependency
e CVE: CVE-2025-31650 — CVSS 7.5 (High)
o Fixed Versions: 10.6.1, 10.3.6 (LTS)
Jira Service Management Data Center and Server
e Same DoS vulnerability as above
o Fixed Versions: 10.6.1, 10.3.6 (LTS)

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by Atlassian.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

https://www.csc.gov.ae/
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e https://confluence.atlassian.com/security/security-bulletin-june-17-2025-
1574012717.html
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