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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that a critical Remote Code Execution (RCE)
vulnerability has been disclosed in the n8n workflow automation platform.

TECHNICAL DETAILS:

A critical Remote Code Execution (RCE) vulnerability, tracked as CVE-2025-68613 with a CVSS score
of 9.9/10, has been disclosed in the n8n workflow automation platform. The flaw allows
authenticated attackers to execute arbitrary operating system commands on the underlying server
through expression injection in workflow definitions.

Exploitation can result in full server compromise, including unauthorized access to sensitive data,
manipulation or destruction of workflows, and potential lateral movement across connected
infrastructure.

Vulnerability Details:
e CVEID: CVE-2025-68613
Severity: Critical
CVSS Score: 9.9 / 10
Vulnerability Type: Remote Code Execution (RCE)
Attack Vector: Authenticated
Privileges Required: Low (workflow creation or editing)
User Interaction: Required
Impact: Full system compromise

Affected Version:
e n8n(npm)>=0.211.0<1.120.4

Fixed Version:
e 1.120.4,1.121.1,1.122.0.

RECOMMENDATIONS:

e Upgrade Immediately-Update n8n to one of the mentioned fixed versions.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://github.com/n8n-io/n8n/security/advisories/GHSA-v98v-ff95-f3cp

https://www.csc.gov.ae
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