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Security Updates-VMware Tanzu Greenplum Backup and Restore
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Date:29-12-2025

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that VMware has released a Product Release Advisory
for VMware Tanzu Greenplum Backup and Restore addressing multiple security vulnerabilities.

TECHNICAL DETAILS:

VMware has released a Product Release Advisory for VMware Tanzu Greenplum Backup and Restore
version 1.32.2, addressing multiple security vulnerabilities across the greenplum-backup-restore
component. The most severe vulnerability carries a CVSS v3.1 score of 7.5 (High) and allows remote
attackers to trigger denial-of-service (DoS) conditions without authentication.

Vulnerabilities Resolved in This Release
High Severity
e (CVE-2025-61725
e CVE-2025-61723
e (CVE-2025-58188
e (CVE-2025-58187
Medium Severity
e (CVE-2025-58181 (GHSA-j5w8-q4qc-rx2x)
CVE-2025-47914 (GHSA-f6x5-jh6r-wrfv)
CVE-2025-61724
CVE-2025-58189
CVE-2025-58186
CVE-2025-58185
CVE-2025-47912
CVE-2025-58183

Fixed Versions:
e VMware Tanzu Greenplum Backup and Restore 1.32.2 or later.

RECOMMENDATIONS:

e Upgrade VMware Tanzu Greenplum Backup and Restore to the fixed version at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/36728

https://www.csc.gov.ae
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