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Security Incident Affecting Trust Wallet Browser Extension
Tracking #:432318189
Date:29-12-2025

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL




y

ADVISORY o i 1 u.o%iﬂ ].

CYBER SECURITY COUNCIL

EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Trust Wallet has identified a security incident
exclusively impacting Trust Wallet Browser Extensions.

TECHNICAL DETAILS:

Trust Wallet has identified a security incident exclusively impacting Trust Wallet Browser Extension
version 2.68. The vulnerability led to unauthorized transactions, resulting in an estimated financial
impact of approximately USD 7 million.

The issue does not affect:
e Trust Wallet mobile applications (i0OS / Android)
« Browser Extension versions other than v2.68

Trust Wallet has released Browser Extension v2.69 to remediate the issue and has confirmed that all
affected users will be fully refunded. Users are strongly advised to disable v2.68 immediately and
upgrade to v2.69 via the official Chrome Web Store.

Affected Product
e Trust Wallet
e Component: Trust Wallet Browser Extension
o Affected Version: v2.68 only
o Fixed Version: v2.69
o Platforms Impacted: Google Chrome Browser Extension
o Platforms Not Impacted:
o Mobile-only users (Android & iOS)
o Any browser extension version other than v2.68

Incident Details
Nature of the Incident
Trust Wallet confirmed a security vulnerability within Browser Extension v2.68 that was
exploited to perform unauthorized asset transfers from affected wallets.
While full technical exploit details have not yet been publicly disclosed (to prevent further abuse),
the incident demonstrates characteristics consistent with:

e Compromised browser-side wallet execution

o Potential malicious interaction or injection within the extension environment

e Unauthorized transaction signing or approval flow manipulation

Impact Assessment
o Estimated Financial Loss: ~$7,000,000 USD
o Users Impacted: Limited subset of Browser Extension v2.68 users
o Data Exposure: No confirmation of seed phrase or private key exposure
e Service Status: Extension functionality restored in v2.69
Response Status
e Vulnerable version v2.68 deprecated
e Secure version v2.69 released
o Refund process for impacted users confirmed and in progress.

https://www.csc.gov.ae
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RECOMMENDATIONS:

Disable Trust Wallet Browser Extension v2.68 immediately
Upgrade to v2.69 only via the official Chrome Web Store

Do not interact with any unofficial messages, emails, or DMs
Avoid signing transactions until extension is fully updated

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://chromewebstore.google.com/detail /trust-
wallet/egjidjbpglichdcondbcbdnbeeppgdph
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