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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that GitLab has released security updates to address
multiple vulnerabilities in its Community Edition (CE) and Enterprise Edition (EE).

TECHNICAL DETAILS:

GitLab has released security updates for GitLab Community Edition (CE) and Enterprise Edition (EE)
to address multiple security vulnerabilities, including high-severity cross-site scripting (XSS) and
authorization issues.

Vulnerabilities Details

e CVE-2025-9222 - Stored cross-site scripting vulnerability in GitLab Flavored Markdown
placeholders (CVSS 8.7)

e CVE-2025-13761 - Cross-site scripting vulnerability in the Web IDE (CVSS 8.0)

e CVE-2025-13772 - Missing authorization in Duo Workflows API affecting GitLab EE
(CVSS 7.1)

e CVE-2025-13781 - Missing authorization in Al GraphQL mutation affecting GitLab EE
(CVSS 6.5)

e CVE-2025-10569 - Denial of service vulnerability in import functionality (CVSS 6.5)

e CVE-2025-11246 - Insufficient access control in GraphQL runnerUpdate mutation (CVSS
5.4)

e CVE-2025-3950 - Information disclosure in Mermaid diagram rendering (CVSS 3.5)

Additionally, libpng has been updated to version 1.6.51, addressing CVE-2025-65018 and CVE-
2025-64720.

Impact

Exploitation of these vulnerabilities could allow attackers to execute malicious scripts in user
sessions, bypass authorization controls, modify configuration settings, disrupt GitLab services, or
disclose sensitive information.

Fixed Versions
e GitLab Community Edition (CE) and Enterprise Edition (EE) 18.7.1, 18.6.3, 18.5.5

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by GitLab.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://about.gitlab.com/releases/2026/01/07 /patch-release-gitlab-18-7-1-released/

https://www.csc.gov.ae/

1



