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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Google has released a Long-Term Support Channel
update for ChromeOS to address multiple security vulnerabilities.

TECHNICAL DETAILS:

Google has released a Long-Term Support Channel (LTS-138) update for ChromeOS to address
multiple security vulnerabilities, including one High-severity flaw related to insufficient policy
enforcement in the WebView tag (CVE-2026-0628).

The update also remediates eleven additional security vulnerabilities disclosed under multiple CVEs
from 2025, affecting browser isolation, memory safety, access controls, and internal enforcement
mechanisms.

High-Severity Vulnerability

e CVE-2026-0628
Severity: High
Category: Insufficient Policy Enforcement
Component: ChromeOS WebView Tag
Description:

* A flaw in policy enforcement within the WebView tag may allow a malicious
or compromised web application to bypass intended administrative
restrictions.

= This could result in unauthorized content execution or policy circumvention
in managed ChromeOS environments.

e Other CVEs:CVE-2025-37797, CVE-2025-37890, CVE-2025-38177, CVE-2025-38000, CVE-

2025-38001, CVE-2025-38083, CVE-2025-38350, CVE-2025-38477,CVE-2025-38618,

CVE-2025-38617, CVE-2025-38616
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Patched Version:
e LTS-138 version 138.0.7204.301 (Platform Version: 16295.86.0)

RECOMMENDATIONS:

e Upgrade all ChromeOS devices on the LTS channel to the fixed version.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://chromereleases.googleblog.com/2026/01/long-term-support-channel-update-
for 16.html?m=1
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