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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Huawei has released its February 2026 monthly
security updates for supported Phones and Tablets running HarmonyOS and EMUI.

TECHNICAL DETAILS:

Huawei has released its February 2026 monthly security updates for supported Phones and Tablets
running HarmonyOS and EMUI. This bulletin includes 18 Huawei-specific patches (2 high severity,
16 medium severity) and 15 third-party library patches (11 high severity, 4 medium severity). The
updates primarily fix issues related to buffer overflows, out-of-bounds accesses, permission controls,
and other exploits that could impact availability, confidentiality, and in some cases, integrity. High-
severity vulnerabilities pose significant risks, including potential denial-of-service attacks or data
exposure if exploited. Users are urged to apply these patches promptly to mitigate risks, especially
on affected versions ranging from HarmonyOS 2.0.0 to 6.0.0 and EMUI 12.0.0 to 15.0.0.

Huawei Patches
These patches address vulnerabilities in various modules such as image processing, camera, media,
security, communication, and more.

High-Severity Vulnerabilities
e (CVE-2026-24925: Heap-based buffer overflow vulnerability in the image module.
Successful exploitation may affect availability. Severity: High. Affected Versions:
HarmonyOS 6.0.0, HarmonyOS 5.1.0.
e C(CVE-2026-24926: Out-of-bounds write vulnerability in the camera module. Successful
exploitation may affect availability. Severity: High. Affected Versions: HarmonyOS 6.0.0.

Third-Party Library Patches

High-Severity Vulnerabilities:

e (CVE-2025-22420: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, 2.0.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0, 12.0.0.

e (CVE-2025-32328: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, 2.0.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0, 12.0.0.

e (CVE-2025-32329: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, 2.0.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0, 12.0.0.

e (CVE-2025-48572: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0.

e CVE-2025-48576: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, 2.0.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0, 12.0.0.

e CVE-2025-48590: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0.

e (CVE-2025-48627: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, 2.0.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0, 12.0.0.

e C(CVE-2024-49726: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, 3.0.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0.

e (CVE-2025-32332: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, 3.0.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0.
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e (CVE-2025-48537: Severity: High. Affected Versions: HarmonyOS 4.3.1, 4.3.0, 4.2.0, 4.0.0,
3.1.0, 3.0.0, 2.0.0, EMUI 15.0.0, 14.2.0, 14.0.0, 13.0.0, 12.0.0.

e CVE-2025-39683: Severity: High. Affected Versions: HarmonyOS 6.0.0, 5.1.0.

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying latest updates released by the Huawei.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://consumer.huawei.com/en/support/bulletin/2026/2/
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