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The UAE Cyber Security Council has observed that Adobe has released security updates to address 
multiple vulnerabilities in its products. 
 

 
 
Adobe has released multiple security updates addressing critical and important vulnerabilities across 
several products, including Adobe Audition, After Effects, InDesign, Lightroom Classic, Bridge, and 
the Substance 3D suite. These updates resolve issues that could lead to arbitrary code execution, 
privilege escalation, or other security impacts.  
 
Affected Products and Notable Vulnerabilities: 
Critical (CVSS 7.8) – Arbitrary Code Execution 
Adobe Audition 

• CVE-2026-21312: Out-of-bounds Write (CWE-787) 
Adobe After Effects 

• CVE-2026-21318, 21327, 21328: Out-of-bounds Write (CWE-787) 
• CVE-2026-21320, 21323, 21326, 21329, 21351: Use After Free (CWE-416) 
• CVE-2026-21321, 21347, 21353: Integer Overflow/Wraparound (CWE-190) 
• CVE-2026-21322, 21324, 21325, 21343, 21344, 21345: Out-of-bounds Read (CWE-125) 
• CVE-2026-21330: Type Confusion (CWE-843) 

Adobe InDesign 
• CVE-2026-21357: Heap-based Buffer Overflow (CWE-122) 

Adobe Substance 3D Designer 
• CVE-2026-21334, 21335: Out-of-bounds Write (CWE-787) 

Adobe Substance 3D Stager 
• CVE-2026-21341, 21342: Out-of-bounds Write (CWE-787) 
• CVE-2026-21343, 21344, 21345: Out-of-bounds Read (CWE-125) 

Adobe Bridge 
• CVE-2026-21346: Out-of-bounds Write (CWE-787) 

Adobe Lightroom Classic 
• CVE-2026-21349: Out-of-bounds Write (CWE-787) 

Adobe DNG SDK 
• CVE-2026-21352: Out-of-bounds Write (CWE-787) 
• CVE-2026-21353: Integer Overflow/Wraparound (CWE-190) 

 
Important (CVSS 5.5) – Memory Exposure 
Adobe Substance 3D Modeler 

• CVE-2026-21348: Out-of-bounds Read (CWE-125) 
 
Impact: 
Successful exploitation could allow attackers to execute arbitrary code, potentially taking full control 
of affected systems, access sensitive information, or cause system crashes. 
 
Note: 
Refer to the official Adobe Security Bulletins for the full list of CVEs, fixed versions, and additional 
information. 
 

TECHNICAL DETAILS: 

EXECUTIVE SUMMARY: 
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The UAE Cyber Security Council recommends applying the security updates recently released by 
Adobe. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings. 
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

• https://helpx.adobe.com/security/products/dng-sdk/apsb26-23.html 
• https://helpx.adobe.com/security/products/lightroom/apsb26-06.html 
• https://helpx.adobe.com/security/products/bridge/apsb26-21.html 
• https://helpx.adobe.com/security/products/substance3d_stager/apsb26-20.html 
• https://helpx.adobe.com/security/products/substance3d_designer/apsb26-19.html 
• https://helpx.adobe.com/security/products/indesign/apsb26-17.html 
• https://helpx.adobe.com/security/products/after_effects/apsb26-15.html 
• https://helpx.adobe.com/security/products/audition/apsb26-14.html 
• https://helpx.adobe.com/security/products/substance3d-modeler/apsb26-22.html 

 

RECOMMENDATIONS: 

REFERENCES: 


