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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Mozilla has released security updates to address
multiple vulnerabilities in Firefox and Thunderbird.

TECHNICAL DETAILS:

Mozilla has released multiple security updates across its desktop, ESR, i0S, and Thunderbird product
lines to address high-severity vulnerabilities, including a heap buffer overflow in libvpx and a website
spoofing flaw on Firefox for iOS.

Vulnerability Details

1. CVE-2026-2447: Heap Buffer Overflow in libvpx
e Severity: HIGH
e Affected Products: Firefox, Firefox ESR, Thunderbird

2. CVE-2026-2032: Website Spoofing via Interrupted Page Loads in Firefox iOS
e Severity: HIGH
e Affected Products: Firefox for i0S

Fixed Versions:

Firefox 147.0.4
Firefox ESR 140.7.1
Firefox ESR 115.32.1
Firefox for iOS 147.2.1
Thunderbird 147.0.2
Thunderbird 140.7.2

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the latest updates released by Mozilla.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.mozilla.org/en-US/security/advisories/mfsa2026-09/
e https://www.mozilla.org/en-US/security/advisories/mfsa2026-10/
e https://www.mozilla.org/en-US/security/advisories/mfsa2026-11/
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