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Critical Account Takeover Vulnerability in Honeywell CCTV Devices

Tracking #:432318416
Date:18-02-2026

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that a critical security vulnerability has been identified
impacting multiple Honeywell IP-based CCTV camera products.

TECHNICAL DETAILS:

A critical security vulnerability has been identified impacting multiple Honeywell IP-based CCTV
camera products.

Vulnerability Overview
e CVEID: CVE-2026-1670
Severity: Critical (CVSS 9.8)
Attack Vector: Remote / Network
Authentication Required: None
User Interaction: None
Impact: Full account takeover, unauthorized camera access

Affected Products:
e Honeywell I-HIB2PI-UL 2MP IP
o Version: 6.1.22.1216
e Honeywell SMB NDAA MVO-3
o Version: WDR_2ZMP_32M_PTZ_v2.0
e Honeywell PTZ WDR 2MP 32M
o Version: WDR_2MP_32M_PTZ_v2.0
e Honeywell 25M IPC
o Version: WDR_2MP_32M_PTZ_v2.0

RECOMMENDATIONS:

e Isolate affected cameras from the public internet: Block inbound access at firewalls and
edge routers.

e Apply vendor firmware updates immediately: As soon as patched releases become
available.

¢ Restrict management interfaces: Allow access only from trusted internal IP ranges or VPN

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.cve.org/CVERecord?id=CVE-2026-1670

https://www.csc.gov.ae
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