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Multiple Vulnerabilities in Trend Micro Apex One
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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed multiple vulnerabilities in Trend Micro Apex One that
could potentially allow remote code execution or local privilege escalation under certain conditions.

TECHNICAL DETAILS:

Vulnerability Details
e Console Directory Traversal Remote Code Execution

o CVE: CVE-2025-71210, CVE-2025-71211

o CVSS: 9.8 (Critical)

o A directory traversal vulnerability in the Apex One management console could allow a
remote attacker to upload and execute arbitrary code on affected systems. Successful
exploitation may lead to full system compromise.

e Scan Engine Link Following Privilege Escalation

o CVE: CVE-2025-71212

o CVSS: 7.8(High)

o Alink following vulnerability in the scan engine could allow a local attacker to escalate
privileges on affected installations.

e Origin Validation Error Privilege Escalation

o CVE: CVE-2025-71213

o CVSS: 7.8(High)

o An origin validation error could allow a local attacker to escalate privileges by
bypassing security validation mechanisms.

Affected Products
e Apex One 2019 (On-premises) — Windows
e Apex One as a Service Trend Vision One Endpoint - Standard Endpoint Protection — Saa$

Fixed Versions
e Apex One CP Build 14136 (Windows)
e Apex One as a Service Trend Vision One Endpoint - Standard Endpoint Protection (Windows)
o Security Agent Build 14.0.20315

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by Trend Micro.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://success.trendmicro.com/en-US/solution/KA-0022458

https://www.csc.gov.ae/
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