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The UAE Cyber Security Council has observed that two security vulnerabilities have been disclosed 
affecting contributed modules in the Drupal ecosystem. 
 
 

 
Two security vulnerabilities have been disclosed affecting contributed modules in the Drupal 
ecosystem. These vulnerabilities impact the Unpublished Node Permissions module and the AI 
(Artificial Intelligence) module. 
 
Vulnerability Details 
 
1. Access Bypass Vulnerability 

• Advisory ID: SA-CONTRIB-2026-029 
• Module: Unpublished Node Permissions 
• Vulnerability Type: Access Bypass 
• Security Risk: Critical (15/25) 

 
Fixed Version 

• Unpublished Node Permissions 8.x-1.7 
 
2. Information Disclosure Vulnerability 

• Advisory ID: SA-CONTRIB-2026-028 
• Module: AI (Artificial Intelligence) 
• Vulnerability Type: Information Disclosure 
• Security Risk: Moderately Critical (11/25) 

 
Fixed Versions 
• AI module 1.1.11 
• AI module 1.2.12 

 
 
 

• Organizations using the affected modules within their Drupal deployments should upgrade to 
the fixed version. 

 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

 
• https://www.drupal.org/sa-contrib-2026-028  
• https://www.drupal.org/sa-contrib-2026-029 
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