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Actively Exploited Vulnerability in Google Chrome

Tracking #:432318595
Date:14-03-2026

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Google has released security updates to address a
high-severity vulnerability in the Chrome browser that is being actively exploited in the wild.

TECHNICAL DETAILS:

A high-severity vulnerability identified as CVE-2026-3910 has been addressed in the latest stable
update of Google Chrome for desktop platforms.

The issue was reported by the Google Threat Analysis Group and is confirmed to have active
exploitation in the wild, increasing the urgency for users and organizations to update their
browsers immediately.

Vulnerability Information

e CVE ID: CVE-2026-3910

e Severity: High

e The vulnerability stems from an inappropriate implementation within the V8 engine, the
component responsible for executing JavaScript in Chrome. Improper handling of internal
operations could allow attackers to craft malicious web content capable of triggering
unintended behavior in the browser environment.

e (Component: V8 JavaScript Engine

e Vulnerability Type: Inappropriate implementation

o Exploit Status: Google confirmed active exploitation in the wild

Fixed Versions:

e Stable Channel Update for Desktop
o Windows/macOS: 146.0.7680.75 / 146.0.7680.76
o Linux: 146.0.7680.75

Additional Notes
e Google mentioned a previously referenced issue (CVE-2026-3909) was removed from the
advisory and will be addressed in a future update.

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to update Google Chrome to the latest version.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://chromereleases.googleblog.com/2026/03/stable-channel-update-for-
desktop_12.html
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