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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Oracle has addressed a critical vulnerability in
Oracle Identity Manager and Oracle Web Services Manager that could allow an unauthenticated
remote attacker to execute arbitrary code.

TECHNICAL DETAILS:

A critical security vulnerability (CVE-2026-21992) has been identified in Oracle Identity Manager
(OIM) and Oracle Web Services Manager (OWSM). With a CVSS score of 9.8, this flaw is classified as
critical and poses a significant risk to organizations using affected versions.

The vulnerability is remotely exploitable without authentication, allowing attackers to execute
arbitrary code over HTTP. Successful exploitation may lead to full system compromise, unauthorized
access, and potential takeover of affected environments.

Vulnerability Details:
e CVEID: CVE-2026-21992
e Severity: Critical
o CVSS Score: 9.8 (High impact, low complexity)
o Attack Vector: Network (HTTP)
e Authentication Required: None
o Impact: Remote Code Execution (RCE), full system compromise

Affected Products
e Oracle Identity Manager:
o 12.2.1.4.0
o 14.1.2.1.0
o Oracle Web Services Manager:
o 12.2.1.4.0
o 14.1.2.1.0

RECOMMENDATIONS:

Immediate Actions:
e Apply the latest Oracle security patches without delay .
e Verify patch deployment across all environments.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.oracle.com/security-alerts/alert-cve-2026-21992.html
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