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Critical Vulnerabilities in IBM Verify Identity and Access Solutions
Tracking #:432318750
Date:08-04-2026

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that IBM has released a critical security update
addressing multiple vulnerabilities affecting its Verify Identity Access (VIA) and Security Verify
Access (SVA) product lines.

TECHNICAL DETAILS:

IBM has released a critical security update addressing multiple vulnerabilities affecting its Verify
Identity Access (VIA) and Security Verify Access (SVA) product lines. These vulnerabilities span a
wide severity spectrum, including critical privilege escalation (CVSS 9.3) and authentication bypass
(CVSS 8.1).

Vulnerability Details:

Critical Severity
e CVE-2026-1346 - Root Privilege Escalation (CVSS 9.3)
o Type: Privilege Escalation

High Severity
e CVE-2026-4101 - Authentication Bypass (CVSS 8.1)
o Type: Authentication Logic Flaw
e CVE-2026-1342 - Script Inclusion (CVSS 8.5)
o Type: Arbitrary Script Execution

Medium Severity
e CVE-2026-1345 - 0S Command Injection (CVSS 7.3)
o Type: Command Injection
e CVE-2026-1343 - Server-Side Request Forgery (SSRF) (CVSS 7.2)
o Type: SSRF

Moderate to Low Severity
e CVE-2026-4364 - Cross-Site Scripting (XSS) (CVSS 5.4)
o Type: Reflected/Stored XSS
e CVE-2026-2862 - HTTP Request Smuggling (CVSS 5.3)
o Type: HTTP Desynchronization

Affected Products
e IBM Verify Identity Access (VIA): 11.0 —» 11.0.2
e IBM Security Verify Access (SVA): 10.0 - 10.0.9.1

Fixed Version:
e IBM Verify Identity Access v11.0.2 [F1
e IBM Security Verify Access v10.0.9.1 IF1

RECOMMENDATIONS:

The UAE Cyber Security Council recommends upgrade the affected versions to fixed version.
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https://www.ibm.com/support/fixcentral/quickorder?product=ibm%2FTivoli%2FIBM+Security+Verify+Access&fixids=10.0.9.1-ISS-ISVA-IF0001&source=SAR
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Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.ibm.com/support/pages/security-bulletin-security-vulnerabilities-have-
been-found-ibm-verify-identity-access-and-ibm-security-verify-access-2
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