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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a vulnerability affecting Apache ActiveMQ has been
added to the Known Exploited Vulnerabilities (KEV) Catalog, indicating confirmed active exploitation
in the wild.

TECHNICAL DETAILS:

A critical vulnerability, CVE-2026-34197, has been added to the Known Exploited Vulnerabilities
(KEV) Catalog, confirming active exploitation in the wild. This vulnerability affects Apache ActiveMQ
and enables authenticated remote code execution (RCE) due to improper input validation and unsafe
handling of broker configuration parameters.

Vulnerability Details:
e CVEID: CVE-2026-34197
e Severity: Important (High impact due to RCE potential)
e Vulnerability Type:
o Improper Input Validation
o Code Injection (CWE-94)
e Vulnerability Description
o The issue resides in the Jolokia JMX-HTTP bridge exposed at:
/api/jolokia/
e Root Cause
o Default Jolokia access policies allow execution (exec) operations on all ActiveMQ
MBeans.
o Sensitive methods exposed:
o BrokerService.addNetworkConnector(String)
o BrokerService.addConnector(String)

Affected Products:
e Apache ActiveMQ Broker:
o Versions before 5.19.4
o Versions 6.0.0 to 6.2.2
e Apache ActiveMQ (all-in-one distribution):
o Versions before 5.19.4
o Versions 6.0.0 to 6.2.2
Fixed Versions:
e 5.19.4 orlater
e 6.2.30rlater

RECOMMENDATIONS:

e Patch Immediately:
o Upgrade urgently to patched versions.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

https://www.csc.gov.ae

1



ADVISORY

et oY yuloma

CYBER SECURITY COUNCIL

e https://activemq.apache.org/security-advisories.data/CVE-2026-34197-announcement.txt
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