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The UAE Cyber Security Council has observed a Cross-Site Scripting (XSS) vulnerability affecting the 
Classic Web UI of Zimbra Collaboration Suite is now actively exploited in the wild. 
 
 
 
A Cross-Site Scripting (XSS) vulnerability affecting the Classic Web UI of Zimbra Collaboration Suite 
is now actively exploited in the wild. The flaw allows remote attackers to execute arbitrary JavaScript 
within a victim’s browser session simply by sending a crafted email. No user interaction beyond 
viewing the message is required, making this a high-risk, low-complexity attack vector. 

 
Vulnerability Details 

• CVE ID: CVE-2025-48700  
• Vulnerability Type: Cross-Site Scripting (XSS)  
• Attack Vector: Remote (via crafted email content)  
• User Interaction: Required (only opening/viewing email)  
• Exploit Maturity: Actively exploited 
• Successful exploitation can result in: 
o Session hijacking  
o Unauthorized mailbox access  
o Data exfiltration  
o Potential lateral movement within enterprise environments 

 
Patched Versions: 
• 8.8.15 Patch 47 
• 9.0.0 Patch 43 
• 10.0.12 
• 10.1.4 

 
 

 
The UAE Cyber Security Council recommends to upgrade Zimbra Collaboration Suite to patched 
versions immediately. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 

• https://wiki.zimbra.com/wiki/Zimbra_Security_Advisories 
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