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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Apple has released security updates for iOS and
iPadOS to address a vulnerability in the Notification Services component.

TECHNICAL DETAILS:

Apple has released security updates for iOS and iPadOS to address a vulnerability in the Notification
Services component. The issue could lead to unintended retention of deleted notifications, potentially
exposing sensitive user information.

Vulnerability Details
e CVE-2026-28950 - Notification Services Logging Issue
o Aloggingissue in the Notification Services component could cause notifications marked
for deletion to be unexpectedly retained on the device. This may result in unintended data
exposure. The vulnerability was addressed by improving data redaction mechanisms to
ensure proper handling and deletion of sensitive notification data.

Software Updates Details:

i0S 26.4.2 and iPhone 11 and later, iPad Pro 12.9-inch 3rd generation and later, iPad Pro 11-
iPadoOsS 26.4.2 inch 1st generation and later, iPad Air 3rd generation and later, iPad 8th
generation and later, and iPad mini 5th generation and later

i0S 18.7.8 and iPhone XR, iPhone XS, iPhone XS Max, iPhone 11 (all models), iPhone SE (2nd
iPadOS 18.7.8 generation), iPhone 12 (all models), iPhone 13 (all models), iPhone SE (3rd
generation), iPhone 14 (all models), iPhone 15 (all models), iPhone 16 (all
models), iPhone 16e, iPad mini (5th generation - A17 Pro), iPad (7th generation
- A16), iPad Air (3rd - 5th generation), iPad Air 11-inch (M2 - M3), iPad Air 13-
inch (M2 - M3), iPad Pro 11-inch (1st generation - M4), iPad Pro 12.9-inch (3rd -
6th generation), and iPad Pro 13-inch (M4)

RECOMMENDATIONS:

The UAE Cyber Security Council recommends installing the latest versions released by Apple.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.apple.com/en-ae/127002
e https://support.apple.com/en-ae/127003
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