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Multiple Vulnerabilities in Juniper Secure Analytics
Tracking #:432318906
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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Juniper Networks has released a security update
addressing multiple vulnerabilities in Juniper Secure Analytics.

TECHNICAL DETAILS:

Juniper Networks has released a security update addressing multiple vulnerabilities in Juniper
Secure Analytics version 7.5.0 prior to UP15 IF01. The vulnerabilities span several upstream
components including the Linux kernel, libpng, OpenSSL, PostgreSQL client libraries, and GNU
Binutils. The overall severity is High (CVSS 7.8). Successful exploitation could lead to memory
corruption, denial of service (DoS), or potential privilege escalation, depending on the vulnerability.
No active exploitation has been reported at the time of disclosure.

Addressed CVEs

e CVE-2025-11083 — 7.8
e CVE-2025-39697 — 4.7
e CVE-2025-39971 —7.6
e CVE-2025-64720—7.1
e CVE-2025-65018 — 7.1
e CVE-2025-66293 — 7.1
e CVE-2025-9086 — 7.5

e CVE-2025-12818 —5.9
e CVE-2025-38129 — 7.8
e C(CVE-2025-38248 — 7.8
e CVE-2025-40064 — N/A
e CVE-2025-68800 — N/A
e CVE-2025-69419 — 7.4
e CVE-2025-71085 —5.5
e (CVE-2026-23001 — 7.8
e CVE-2026-23074 — 7.8
e CVE-2026-23097 — 5.5

Affected Versions
e Juniper Secure Analytics 7.5.0 (before UP15 IF01)

Fixed Version
e 7.5.0UP15IF01 and later

RECOMMENDATIONS:

e Immediate Upgrade: Upgrade Juniper Secure Analytics to fixed version or later.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.
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e https://supportportal.juniper.net/s/article/On-Demand-JSA-Series-Multiple-vulnerabilities-
resolved-in-Juniper-Secure-Analytics-in-7-5-0-UP15-1F01
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