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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Zoom has released security updates to address
multiple vulnerabilities in Zoom Workplace, Zoom Meeting SDK, and Remote Control for Zoom
Contact Center.

TECHNICAL DETAILS:

Vulnerability Details
e CVE-2026-53407, CVE-2026-53408
o Severity: High | CVSS: 8.1
o Improper Authorization in the Custom URL Scheme Handler could allow an
unauthenticated attacker to perform privilege escalation via network access on
affected Android and iOS applications.
e CVE-2026-53406
o Severity: High | CVSS: 7.8
o Insufficient Verification of Data Authenticity in Remote Control for Zoom Contact
Center for Windows could allow an authenticated local user to elevate privileges on the
affected system.

Successful exploitation could allow privilege escalation, potentially leading to unauthorized access
and compromise of affected systems.

Affected Products
e Zoom Workplace for Android before version 7.0.4
e Zoom Workplace for iOS before version 7.0.3
e Zoom Meeting SDK for Android before version 7.0.4
e Zoom Meeting SDK for iOS before version 7.0.3
o Remote Control for Zoom Contact Center for Windows before version 7.0.0

Fixed Versions
e Zoom Workplace for Android 7.0.4 and later
e Zoom Workplace for iOS 7.0.3 and later
e Zoom Meeting SDK for Android 7.0.4 and later
e Zoom Meeting SDK for iOS 7.0.3 and later
e Remote Control for Zoom Contact Center for Windows 7.0.0 and later

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by Zoom.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.
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e https://www.zoom.com/en/trust/security-bulletin/zsb-26009/
e https://www.zoom.com/en/trust/security-bulletin/zsb-26010/
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