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The UAE Cyber Security Council has observed a critical vulnerability in Oracle PeopleSoft 
PeopleTools. The vulnerability is remotely exploitable without authentication and could allow 
attackers to execute arbitrary code on affected systems. 
 
 
 
Vulnerability Details 

• CVE-2026-35273 
• Severity: Critical | CVSS: 9.8 
• A critical remote code execution vulnerability exists in the Updates Environment Management 

component of Oracle PeopleSoft PeopleTools. The flaw can be exploited remotely over HTTP 
without requiring authentication or user interaction. Successful exploitation could allow an 
attacker to execute arbitrary code and fully compromise the confidentiality, integrity, and 
availability of the affected system. 

 
Affected Products and Versions 

• Oracle PeopleSoft Enterprise PeopleTools 8.61, 8.62 
Oracle PeopleSoft Enterprise Applications that utilize the affected PeopleTools versions may also be 
impacted. 
 
Fixed Versions / Mitigations 
Oracle has released security patches and mitigation guidance through its Security Alert program for 
supported PeopleSoft PeopleTools versions. Apply the latest available security updates and follow 
Oracle's installation and mitigation instructions immediately. 

 
 

 
The UAE Cyber Security Council recommends applying the security updates recently released by 
Oracle. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 

• https://www.oracle.com/security-alerts/alert-cve-2026-35273.html 

TECHNICAL DETAILS: 

RECOMMENDATIONS: 

REFERENCES: 

EXECUTIVE SUMMARY: 


