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The UAE Cyber Security Council has observed that Google has released security updates to address 
multiple vulnerabilities in the Chrome browser. 
 
 

 
Google has released security updates to address multiple vulnerabilities in the Chrome browser, 
including several critical use-after-free and memory safety flaws. Successful exploitation could lead 
to browser crashes, information disclosure, arbitrary code execution, or other security impacts. 
 
Vulnerability Details: 
Critical 

• CVE-2026-13028 — Use after free in WebGL  
• CVE-2026-13032 — Use after free in WebGL  
• CVE-2026-13033 — Out of bounds read in Blink>InterestGroups  
• CVE-2026-13038 — Use after free in Autofill  

High 
• CVE-2026-13021 — Inappropriate implementation in DeviceBoundSessionCredentials  
• CVE-2026-13022 — Inappropriate implementation in Autofill  
• CVE-2026-13023 — Uninitialized Use in GPU  
• CVE-2026-13024 — Insufficient validation of untrusted input in Navigation  
• CVE-2026-13025 — Insufficient validation of untrusted input in DevTools  
• CVE-2026-13026 — Use after free in Digital Credentials  
• CVE-2026-13027 — Use after free in FileSystem  
• CVE-2026-13029 — Use after free in Web Authentication  
• CVE-2026-13030 — Uninitialized Use in GPU  
• CVE-2026-13031 — Use after free in Blink  
• CVE-2026-13034 — Inappropriate implementation in Passwords  
• CVE-2026-13035 — Use after free in Bluetooth  
• CVE-2026-13036 — Use after free in Blink  
• CVE-2026-13037 — Use after free in WebView 

 
Fixed Versions: 

• Chrome Stable for Windows/Mac: 149.0.7827.196/197 or later  
• Chrome Stable for Linux: 149.0.7827.196 or later  

Additional Chrome updates 
• Chrome Extended Stable for Windows/Mac: 148.0.7778.280 or later 
• Early Stable Update for Windows and Mac 150.0.7871.46/.47 
• Chrome Stable 150 (150.0.7871.51) for iOS 
• Chrome 150 (150.0.7871.46) for Android 
 

 
 
The UAE Cyber Security Council recommends to update Google Chrome to the latest version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 

TECHNICAL DETAILS: 

RECOMMENDATIONS: 

EXECUTIVE SUMMARY: 
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The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 

 
• https://chromereleases.googleblog.com/2026/06/stable-channel-update-for-

desktop_0482630350.html 
• https://chromereleases.googleblog.com/ 
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