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The UAE Cyber Security Council has observed Google has released Chrome 151 Stable Channel for 
Windows, macOS, and Linux, addressing 382 security vulnerabilities across multiple browser 
components. 
 
 
 
Google has released Chrome 151 Stable Channel for Windows, macOS, and Linux, addressing 382 
security vulnerabilities across multiple browser components. The update includes 15 Critical, 
numerous High, Medium, and Low severity vulnerabilities affecting browser memory management, 
rendering engines, extensions, GPU processing, WebUSB, Bluetooth, and Chromium components. 
Successful exploitation of several critical vulnerabilities could result in remote code execution (RCE), 
memory corruption, browser compromise, information disclosure, sandbox escape, or denial of 
service. 
 
Critical Vulnerability Details: 

• CVE-2026-13774 – Use After Free in Extensions  
• CVE-2026-13775 – Use After Free in GPU  
• CVE-2026-13776 – Type Confusion in Dawn  
• CVE-2026-13777 – Insufficient Validation of Untrusted Input in iOSWeb  
• CVE-2026-13778 – Use After Free in WebUSB  
• CVE-2026-13779 – Use After Free in Chromoting  
• CVE-2026-13780 – Insufficient Validation of Untrusted Input in ANGLE  
• CVE-2026-13781 – Insufficient Validation of Untrusted Input in Skia  
• CVE-2026-13782 – Use After Free in Browser  
• CVE-2026-13783 – Use After Free in Views  
• CVE-2026-13784 – Use After Free in Views  
• CVE-2026-13785 – Use After Free in Bluetooth  
• CVE-2026-13786 – Use After Free in Ozone  
• CVE-2026-13787 – Use After Free in Chromoting  
• CVE-2026-13788 – Use After Free in Fullscreen 

 
Fixed Version: 

• Chrome 151 Stable Channel 
• Linux: 151.0.7871.46 
• Windows/macOS: 151.0.7871.46/.47 
 
 
 

Immediate Actions: 
• Update Google Chrome immediately to the latest Stable Channel release. 
 

Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

TECHNICAL DETAILS: 

RECOMMENDATIONS: 

EXECUTIVE SUMMARY: 
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• https://chromereleases.googleblog.com/2026/06/stable-channel-update-for-

desktop_0175352312.html 
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