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Critical Remote Code Execution Vulnerability in Adobe Campaign Classic
Tracking #:432319247
Date:06-07-2026

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Adobe has released a security update for Adobe
Campaign Classic to address a critical vulnerability tracked as CVE-2026-48286.

TECHNICAL DETAILS:

Adobe has released a Priority 1 security update for Adobe Campaign Classic to address a critical
vulnerability tracked as CVE-2026-48286. The flaw is caused by incorrect authorization (CWE-863)
and can allow an unauthenticated attacker to execute arbitrary code remotely, potentially resulting
in complete compromise of affected systems.

The vulnerability carries the maximum CVSS v3.1 score of 10.0 (Critical). Adobe has stated that it is
not aware of any active exploitation in the wild at the time of publication. The advisory applies only
to on-premises Adobe Campaign Classic deployments, including hybrid deployments with on-
premises components. Adobe-hosted environments have already been remediated.

Critical Vulnerability Details:
e Vulnerability: CVE-2026-48286
Severity: Critical
CVSS v3.1 Score: 10.0
CVSS Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H
Weakness: Incorrect Authorization (CWE-863)
Impact: Arbitrary Code Execution (Remote Code Execution)

Affected Products
e Adobe Campaign Classic (ACC) v7
o Affected Version: 7.4.3 Build 9396 and earlier
o Platforms: Windows and Linux
Fixed Version
e Adobe Campaign Classic v7
o Version: 7.4.3 Build 9397

RECOMMENDATIONS:

Immediate Actions:
e Upgrade Adobe Campaign Classic to fixed version or later.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://helpx.adobe.com/security/products/campaign/apsb26-69.html

https://www.csc.gov.ae/ TLP: WHITE

1



