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The UAE Cyber Security Council has observed multiple critical vulnerabilities have been identified in 
UniFi Connect, UniFi Talk, and UniFi Access applications. 
 
 
 
Multiple critical vulnerabilities have been identified in UniFi Connect, UniFi Talk, and UniFi Access 
applications that could allow attackers to execute arbitrary commands, perform SQL injection, and 
escalate privileges on affected host devices. 
The vulnerabilities include Improper Access Control, Improper Input Validation, and SQL Injection 
flaws. Successful exploitation could enable attackers to compromise affected systems, execute 
arbitrary commands, gain elevated privileges, access sensitive information, and disrupt services. 
Organizations using the affected UniFi applications should immediately upgrade to the latest patched 
versions, review system logs for suspicious activity, and restrict administrative access until updates 
are applied. 
 
Vulnerability Details: 

CVE Severity CVSS v3.1 Vulnerability Type Affected 
Product 

CVE-2026-50746 Critical 10.0 Improper Access Control / 
Command Injection 

UniFi Connect 

CVE-2026-50747 Critical 9.9 Authenticated SQL Injection UniFi Talk 
CVE-2026-50748 Critical 9.9 Improper Input Validation / 

Command Injection 
UniFi Access 

CVE-2026-54400 Critical 9.1 Improper Access Control / 
Privilege Escalation 

UniFi Access 

 
Affected Product 

• UniFi Talk Application Versions 5.1.2 and earlier 
• UniFi Access Application Versions 4.2.28 and earlier 
• UniFi Connect Application Versions 3.4.16 and earlier 

Fixed Version 
• UniFi Talk Application 4.2.29 or later 
• UniFi Access Application 5.2.2 or later 
• UniFi Connect Application 3.4.20 or later 

 
 
 

Immediate Actions: 
• Update UniFi Connect Application, UniFi Talk Application and UniFi Access Application to 

fixed version or later. 
 

Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

TECHNICAL DETAILS: 

RECOMMENDATIONS: 

EXECUTIVE SUMMARY: 
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• https://community.ui.com/releases/Security-Advisory-Bulletin-066-066/984eceb3-49c8-

4227-942d-671c289b3afc  
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