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Security Updates-Google Chrome
Tracking #:432319298
Date:15-07-2026

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Google has released a Stable Channel update for the
Chrome desktop browser addressing 15 security vulnerabilities, including two Critical and thirteen
High/Medium severity flaws.

TECHNICAL DETAILS:

Google has released a Stable Channel update for the Chrome desktop browser addressing 15 security
vulnerabilities, including two Critical and thirteen High/Medium severity flaws. The most severe
vulnerabilities are use-after-free memory corruption issues in the Ozone graphics subsystem, which
could potentially allow remote attackers to execute arbitrary code through specially crafted web
content.

The update also addresses vulnerabilities affecting V8 JavaScript Engine, Skia graphics library, GPU,
Media, Core, Ul, HTML-in-Canvas, Navigation, Linux Toolkit Theming, and libyuv. Several of these
vulnerabilities involve memory corruption, type confusion, heap buffer overflows, insufficient
validation of untrusted input, and policy enforcement weaknesses.

Vulnerability Details:
e (CVE-2026-15764 - Use After Free in Ozone (Critical)
CVE-2026-15765 - Use After Free in Ozone (Critical)
CVE-2026-15766 - Uninitialized Use in Skia (High)
CVE-2026-15767 - Heap Buffer Overflow in libyuv (High)
CVE-2026-15768 - Insufficient Policy Enforcement in HTML-in-Canvas (High)
CVE-2026-15769 - Insufficient Validation of Untrusted Input in Linux Toolkit Theming (High)
CVE-2026-15770 - Uninitialized Use in V8 (High)
CVE-2026-15771 - Insufficient Validation of Untrusted Input in Media (High)
CVE-2026-15772 - Use After Free in GPU (High)
CVE-2026-15773 - Use After Free in Core (High)
CVE-2026-15774 - Use After Free in Skia (High)
CVE-2026-15775 - Insufficient Policy Enforcement in V8 (High)
CVE-2026-15776 - Type Confusion in V8 (High)
CVE-2026-15777 - Use After Free in UI (High)
CVE-2026-15778 - Insufficient Validation of Untrusted Input in Navigation (Medium)

Fixed Versions:

Google Chrome (Windows) | 150.0.7871.124 / 150.0.7871.125
Google Chrome (macOS) 150.0.7871.124 / 150.0.7871.125
Google Chrome (Linux) 150.0.7871.124

RECOMMENDATIONS:

Immediate Actions:
e Update Google Chrome to the latest version.
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Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://chromereleases.googleblog.com/
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