
 TLP: WHITE 

 

 

 

 

  

Security Updates-Google Chrome 

Tracking #:432319337 

Date:25-07-2026 

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED 
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE 
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL  
 



 TLP: WHITE 

 
1 

 

 

ADVISORY 

 

https://www.csc.gov.ae/ 

 

 
The UAE Cyber Security Council has observed Google has released a Stable Channel update for Google 
Chrome addressing four High-severity security vulnerabilities affecting multiple browser 
components. 
 
 
 
Google has released a Stable Channel update for Google Chrome addressing four High-severity 
security vulnerabilities affecting multiple browser components. The vulnerabilities include three 
Use-After-Free (UAF) memory corruption issues and one Out-of-Bounds Write (OOB Write) 
vulnerability. 
These flaws reside within critical browser components including Blink, Input, WebMCP, and Codecs. 
Successful exploitation may allow attackers to corrupt memory, trigger browser crashes, or 
potentially achieve arbitrary code execution within the browser context. 

 
Vulnerability Details 

• CVE-2026-16807 – Out-of-Bounds Write in Codecs – Severity: High 
• CVE-2026-16806 – Use-After-Free in WebMCP – Severity: High 
• CVE-2026-16805 – Use-After-Free in Blink – Severity: High 
• CVE-2026-16804 – Use-After-Free in Input – Severity: High 

 
Fixed Versions: 

• Windows: 150.0.7871.186/.187 
• macOS: 150.0.7871.186/.187 
• Linux: 150.0.7871.186 

 
 
 

Immediate Actions: 
• Upgrade Google Chrome to fixed version or later. 
 

Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 

 
• https://chromereleases.googleblog.com/2026/07/stable-channel-update-for-

desktop_01320465736.html 
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