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	1
	Purpose
The Office of Data Protection at the Abu Dhabi Global Market Registration Authority has prepared this self-assessment questionnaire (SAQ) to assist ADGM Data Controllers understand their responsibilities under the ADGM Data Protection Regulations 2015. 
The purpose of this SAQ is to provide a starting point for ADGM registered entities to assess their general level of current compliance and to highlight those areas which may require attention. It will assist ADGM registered entities to develop an understanding of data protection related topics and obligations. This SAQ can also be used as a practical tool for entities to track their progress towards addressing areas necessary to meet their obligations.   
The SAQ is not, and should not be treated as, a comprehensive compliance checklist.


	2
	Scope and Structure
This SAQ is based on the key requirements of the ADGM Data Protection Regulations 2015 and is structured in the same order in which the provisions are set out in the legislation. An executive summary template provides an overview, which can be used for the purposes of reporting to the entity’s senior management.   


	3
	Guidance

For further data protection information and guidance, please refer to the website of the ADGM Office of Data Protection: https://www.adgm.com/documents/office-of-data-protection/guidance/data-protection-guidance-notes.pdf 


	
	NOTE: The completion of this SAQ is at the entity’s discretion and it is not required to be returned to ADGM.  

Disclaimer:

This document does not constitute, and is not to be deemed, considered or relied upon as legal advice or legal analysis. It is intended as a starting point, and organizations may need to seek advice from a specialist professional when reviewing, enhancing or developing their own processes and procedures for specific legal issues. ADGM Registration Authority makes no representations as to accuracy, completeness, correctness or suitability of any information and will not be liable for any damages of any kind arising from this survey, including, but not limited to direct, indirect, incidental, punitive, and consequential damages.




	4
	Explanatory Notes

The SAQ is intended to be used by a wide range of ADGM registered entities, therefore not all of the questions will apply to all entities. You need only complete the questions relevant to your entity. 

The self-assessment ratings are defined as follows:

· Fully compliant (C):

the requirements are fully observed with respect to all essential criteria.
· Largely compliant (LC):
there are only minor shortcomings, with a large majority of the requirements being fully met.
· Partially compliant (PC):
the RE has taken some substantive action and complies with some of the requirements.
· Non-compliant (NC):
there are major shortcomings, with a large majority of the requirements not being met.
· Not applicable (N/A):
requirements do not apply. If requirements do not apply, please provide reasons in notes column.
REs may complete the SAQ by using abbreviations or the colour code index provided below: 
Level of compliance

C

Fully compliant

LC

Largely compliant

PC

Partially compliant

NC

Non-compliant

N/A

Not applicable

The “Notes” column may be used to provide more detailed information underlying “yes/no” responses.




Executive Summary 

Name of Data Controller: ________________________________
 Date of Completion: _____________________________
Completed by: _________________________________________              
 Approved by: __________________________________
Please refer to the ‘Explanatory Notes’ section for self assessment rating definitions.

	Ref
	Area
	Rating

Perceived level of compliance and effectiveness

	Notes

	
	
	Fully compliant
	Largely compliant
	Partially compliant
	Non-compliant
	Not applicable
	

	A
	General Requirements
	
	
	
	
	
	

	B
	Requirements for Legitimate Processing
	
	
	
	
	
	

	C
	Processing Sensitive Personal Data
	
	
	
	
	
	

	D
	Transferring Personal Data out of ADGM
	
	
	
	
	
	

	E
	Providing Information to Individuals
	
	
	
	
	
	

	F
	Confidentiality
	
	
	
	
	
	

	G
	Security
	
	
	
	
	
	

	H
	Rights of Individuals
	
	
	
	
	
	

	I
	Notifications to the Registrar 
	
	
	
	
	
	


Detailed questionnaire
	Ref
	Area
	Basis: Regs
	Rating
	Yes
	No
	N/A
	Notes

	A
	General Requirements
	
	
	
	
	
	

	A1
	Does your entity understand what types of personal data it processes and how and when it obtains such data?
	s1
	
	
	
	
	

	A2
	Does your entity inform customers and staff of the purpose for which it collects their personal data and how it will be used?
	s1
	
	
	
	
	

	A3
	Has your entity assessed whether the data it obtains is relevant to the purpose for which it is collected and not used for other purposes? 
	s1
	
	
	
	
	

	A4
	Does your entity routinely check that the personal data it holds is up to date and accurate? 
	s1
	
	
	
	
	

	A5
	Does your entity have mechanisms to identify and securely erase personal data that it no longer requires? 
	
	
	
	
	
	

	A6
	Describe at a high level, the measures in place to ensure that the personal data that your entity processes is–   
	s1
	
	
	
	
	

	A6.1
	· processed fairly, lawfully and securely
	s1(1)(a)
	
	
	
	
	

	A6.2
	· processed for specified, explicit and legitimate purposes and not further processed in a way incompatible with those purposes or the data subject’s rights
	s1(1)(b)
	
	
	
	
	

	A6.3
	· adequate, relevant and not excessive in relation to the purposes for which they are collected or further processed
	s1(1)(c)
	
	
	
	
	

	A6.4
	· accurate and, where necessary, kept up to date
	s1(1)(d)
	
	
	
	
	

	A6.5
	· kept in a form which permits identification of individuals for no longer than is necessary for the purposes for which the personal data were collected or for which they are further processed
	s1(1)(e)
	
	
	
	
	

	B
	Requirements for Legitimate Processing
	
	
	
	
	
	

	B1
	Does your entity obtain a written consent from an individual in order to process their personal data? 
	s2(a)
	
	
	
	
	

	B2
	If not, does your entity only process personal data if: 
	
	
	
	
	
	

	B2.1
	· the processing is necessary for the performance of a contract to which the individual is party?
	s2(b)
	
	
	
	
	

	B2.2
	· the processing is necessary for compliance with any regulatory or legal obligation your entity is subject to? 
	s2(c)
	
	
	
	
	

	B2.3
	· the processing is necessary in order to protect the vital interests of the individual?
	s2(d)
	
	
	
	
	

	B2.4
	· the processing is necessary for the performance of a task carried out in the interests of the Abu Dhabi Global Market?
	s2(e)
	
	
	
	
	

	B2.5
	· the processing is necessary for the purposes of the legitimate interests of the entity (except where such interests are overridden by compelling legitimate interests of the individual relating to the individual's particular situation)?
	s2(f)
	
	
	
	
	

	C
	Processing Sensitive Personal Data 
	
	
	
	
	
	

	C1
	Your entity does not process sensitive personal data unless the individual has given an additional written consent to processing this kind of data?
	s3(1)(a)
	
	
	
	
	

	C2
	Your entity does not process sensitive personal data unless a permit has been obtained from the Registration Authority to process sensitive personal data?
	s3(2)(a) & s3(2)(b)
	
	
	
	
	

	C3
	Your entity does not process sensitive personal data unless one of the other conditions in subsection 3(1) are satisfied?
	s3(1)(b) to s3(1)(i)
	
	
	
	
	

	C4
	Your entity has processes and procedures in place to identify sensitive personal data and apply adequate additional safeguards to processing it?
	
	
	
	
	
	

	D
	Transferring Personal Data out of ADGM 
	
	
	
	
	
	

	D1
	Jurisdictions with Adequate Protection 
	
	
	
	
	
	

	D1.1
	Does your entity transfer personal data outside of ADGM?
	Section 4
	
	
	
	
	

	D1.2
	Does your entity have procedures in place to determine if it is transferring personal data to a jurisdiction listed in the Regulations as having adequate protection?
	Schedule 3
	
	
	
	
	

	D2
	Transfers in the Absence of Adequate Protection
	
	
	
	
	
	

	D2.1
	Does your entity obtain a written consent from an individual in order to transfer their personal data to a recipient located where there is an absence of adequate protection? 
	s5(b)
	
	
	
	
	

	D2.2
	Does your entity hold a permit from the Registration Authority in order to transfer an individual’s personal data to a recipient located where there is an absence of adequate protection??
	s5(a)
	
	
	
	
	

	D2.3
	Otherwise, does your entity only transfer personal data to a recipient located where there is an absence of adequate protection if one of the other conditions in section 5 are satisfied?
	s5(c) to s5(n)
	
	
	
	
	

	E
	Providing Information to Individuals 
	
	
	
	
	
	

	E1
	Where Personal Data Obtained from the Individual
	
	
	
	
	
	

	E1.1
	Does your entity ensure that it provides confirmation of its identity and the purpose of collection, to individuals whose personal data it collects, as soon as possible upon collection?
	s6(1)
	
	
	
	
	

	E1.2
	Depending on the circumstances, in order to guarantee fair processing, does your entity, provide the following further information:
	s6(1)(c)
	
	
	
	
	

	E1.2.1
	· the Recipients or categories of Recipients of the Personal Data?
	
	
	
	
	
	

	E1.2.2
	· whether replies to questions are obligatory or voluntary, as well as the possible consequences of failure to reply?
	
	
	
	
	
	

	E1.2.3
	· the existence of the right of access to and the right to rectify the Personal Data concerning him
	
	
	
	
	
	

	E1.2.4
	· whether the Personal Data will be used for direct marketing purposes
	
	
	
	
	
	

	E1.2.5
	· whether the Personal Data will be Processed on the basis of section 3(1)(g) or section 5(k)
	
	
	
	
	
	

	E2
	Where Personal Data NOT Obtained from the Individual
	
	
	
	
	
	

	E2.1
	Does your entity have processes and procedures in place to ensure that it makes the required information available to an individual upon receiving their personal data? 
	s7(1)
	
	
	
	
	

	E2.2
	Describe the process for determining with reasonable confidence, whether the individual whose personal data has been received, already possesses any of the information required to be provided to them, or the circumstances where it would be impractical or involve disproportional effort to do so.  
	s7(2)
	
	
	
	
	

	F
	Confidentiality 
	
	
	
	
	
	

	F1
	Does your entity have policies in place to ensure that staff and data processors (if any) who have access to personal data only process personal data when instructed or required to do so?
	s8
	
	
	
	
	

	G
	Security 
	
	
	
	
	
	

	G1
	Has your entity implemented appropriate technical and organisational measures to protect personal data against unauthorised or unlawful processing and against accidental loss or destruction of, or damage to personal data
	s9(1)
	
	
	
	
	

	G2
	Does your entity include references to personal data within its IT and/or data security policies?
	s9(1)
	
	
	
	
	

	G3
	Do these measures ensure a level of security appropriate to the risks represented by the processing and the nature of the personal data to be protected?
	s9(2)
	
	
	
	
	

	G4
	If your entity uses a data processor(s), has the data processor provided sufficient guarantees in respect of the technical security measures and organisational measures governing the processing, and will ensure compliance with those measures?
	s9(3)
	
	
	
	
	

	G5
	How does your entity ensure that in the event of an unauthorised intrusion (including any loss of devices containing personal data or unauthorised disclosures) whether physical, electronic or otherwise, to any personal data held by a data processor, the data processor informs your entity of the incident as soon as reasonably practicable?
	s9(4)
	
	
	
	
	

	G6
	Does your entity have effective mechanisms in place to promptly identify if there has been an unauthorised intrusion or access to personal data?
	s9(5)
	
	
	
	
	

	G7
	Does your entity have procedures in place to ensure that, in the event of an unauthorised intrusion or access, your entity informs the Registration Authority of the incident as soon as reasonably practicable? i.e. Data breach reporting.
	s9(5)
	
	
	
	
	

	H
	Rights of Individuals
	
	
	
	
	
	

	H1
	Right to Access, Rectification, Erasure or Blocking
	
	
	
	
	
	

	H1.1
	Does your entity have processes and procedures in place to ensure that on request from an individual:
	
	
	
	
	
	

	H1.1.1
	· it can confirm in writing whether the entity is processing personal data relating to him, and the details of any such processing in a timely, inexpensive manner?
	s10(a)
	
	
	
	
	

	H1.1.2
	· it can communicate to the individual in an intelligible form, the personal data and any available information as to their source?
	s10(b)
	
	
	
	
	

	H1.1.3
	· it can rectify or erase the individual’s personal data; or block the processing of personal data which does not comply with the provisions of the Data Protection Regulations?
	s10(c)
	
	
	
	
	

	H2
	Right to Object
	
	
	
	
	
	

	H2.1
	Does your entity have in place, procedures to receive and action an objection from an individual, to the continued processing of his personal data?
	s11(1)(a)
	
	
	
	
	

	H2.2
	Does your entity have in place systems and procedures to ensure that an individual is informed before his personal data is disclosed for the first time to third parties or used for direct marketing and expressly offered the right to object? 
	s11(1)(b)
	
	
	
	
	

	I
	Notifications to the Registrar
	
	
	
	
	
	

	I1
	If your entity processes personal data, has it registered with the Registration Authority as a Data Controller?
	s12(1)
	
	
	
	
	

	I2
	Does your entity have procedures in place to ensure that it renews its registration as a Data Controller annually?
	s12(3)(a)
	
	
	
	
	

	I3
	Has your entity registered data processors with the Registration Authority (if any)?
	s12(3)(b)
	
	
	
	
	

	I4
	Does your entity have procedures in place to ensure that it notifies the Registration Authority of any changes in the particulars of any appointed Data Processor?
	s12(3)(c)
	
	
	
	
	

	End of questionnaire
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