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Annex A

DATA PROTECTION REGULATIONS 2015

Regulations to make provision for the protection of personal data within the Abu Dhabi Global

Market and for connected purposes.

Date of Enactment: [¢] 2015

The Board of Directors of the Abu Dhabi Global Market, in exercise of its powers under Article 6(1) of
Law No. 4 of 2013 concerning the Abu Dhabi Global Market issued by His Highness the Ruler of the
Emirate of Abu Dhabi, hereby enacts the following Regulations—

Part 1 General Rules on the Processing of Personal Data

1. General requirements

(1) Data Controllers shall ensure that Personal Data which they Process are—

(a)

(b)

(©)

(d)
(€)

Processed fairly, lawfully and securely;

Processed for specified, explicit and legitimate purposes in accordance with the Data
Subject's rights and not further Processed in a way incompatible with those purposes
or rights;

adequate, relevant and not excessive in relation to the purposes for which they are
collected or further Processed;

accurate and, where necessary, kept up to date; and
kept in a form which permits identification of Data Subjects for no longer than is

necessary for the purposes for which the Personal Data were collected or for which
they are further Processed.

(2 Every reasonable step shall be taken by Data Controllers to ensure that Personal Data which
are inaccurate or incomplete, having regard to the purposes for which they were collected or
for which they are further Processed, are erased or rectified.

2. Requirements for legitimate Processing

Personal Data may only be Processed if—

(@)

(b)

(©)

(d)
(€)

the Data Subject has given his written consent to the Processing of that Personal Data;

Processing is necessary for the performance of a contract to which the Data Subject is
party or in order to take steps at the request of the Data Subject prior to entering into a
contract;

Processing is necessary for compliance with any regulatory or legal obligation to which
the Data Controller is subject;

Processing is necessary in order to protect the vital interests of the Data Subject;

Processing is necessary for the performance of a task carried out in the interests of the
Abu Dhabi Global Market or in the exercise of the Board's, the Court's, the Registrar's
or the Regulator's functions or powers vested in the Data Controller or in a Third Party
to whom the Personal Data are disclosed; or
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4] Processing is necessary for the purposes of the legitimate interests pursued by the Data
Controller or by the Third Party to whom the Personal Data are disclosed, except where
such interests are overridden by compelling legitimate interests of the Data Subject
relating to the Data Subject's particular situation.

3. Processing of Sensitive Personal Data

1) Sensitive Personal Data shall not be Processed unless—

(a)
(b)

(©)

(d)

(€)

()

(9)

(h)

the Data Subject has given his written consent to the Processing of such Personal Data;

Processing is necessary for the purposes of carrying out the obligations and specific
rights of the Data Controller;

Processing is necessary to protect the vital interests of the Data Subject or of another
person where the Data Subject is physically or legally incapable of giving his consent;

Processing is carried out in the course of its legitimate activities with appropriate
guarantees by a foundation, association or any other non-profit-seeking body on
condition that the Processing relates solely to the members of the body or to persons
who have regular contact with it in connection with its purposes and that the Personal
Data are not disclosed to a Third Party without the consent of the Data Subjects;

the Processing relates to Personal Data which are manifestly made public by the Data
Subject, or is necessary for the establishment, exercise or defence of legal claims;

Processing is necessary for compliance with any regulatory or legal obligation to which
the Data Controller is subject;

Processing is necessary to uphold the legitimate interests of the Data Controller
recognised in the international financial markets, provided the Processing is undertaken
in accordance with applicable standards and except where such interests are overridden
by compelling legitimate interests of the Data Subject relating to the Data Subject's
particular situation;

Processing is necessary to comply with any regulatory, auditing, accounting, anti-
money laundering or counter terrorist financing obligations that apply to a Data
Controller or for the prevention or detection of any crime; or

Processing is required for the purposes of preventive medicine, medical diagnosis, the
provision of care or treatment or the management of healthcare services, and where
those Personal Data are Processed by a health professional subject under law or rules
established by competent bodies to the obligation of confidence or by another person
subject to an equivalent obligation.

2 Subsection (1) shall not apply if-

(@)
(b)

a permit has been obtained from the Registrar to Process Sensitive Personal Data; and

the Data Controller applies adequate safeguards with respect to the Processing of the
Personal Data.

LNDOCS01/923546.6 4



)

)

©)

Annex A

Transfers out of the Abu Dhabi Global Market: adequate level of protection

Subject to section 5, a transfer of Personal Data to a Recipient located in a jurisdiction outside
the Abu Dhabi Global Market may take place only if an adequate level of protection for those
Personal Data are ensured by laws applicable to the Recipient.

The adequacy of the level of protection ensured by laws to which the Recipient is subject, as
referred to in subsection (1), shall be assessed in the light of all the circumstances surrounding
a Personal Data transfer operation or set of Personal Data transfer operations, including, but not
limited to—

@) the nature of the data;

(b) the purpose and duration of the proposed Processing operation or operations;

(©) if the data do not emanate from the Abu Dhabi Global Market, the country of origin
and country of final destination of the data; and

(d) any relevant laws to which the Recipient is subject, including professional rules and
security measures.

The Registrar may by written notification designate a jurisdiction as providing an adequate
level of protection for Personal Data for the purposes of subsection (1).

Transfers out of the Abu Dhabi Global Market in the absence of an adequate level of
protection

A transfer or a set of transfers of Personal Data to a Recipient which is not subject to laws which ensure
an adequate level of protection within the meaning of section 4(1) may take place on condition that—

@ the Registrar has granted a permit for the transfer or the set of transfers and the Data
Controller applies adequate safeguards with respect to the protection of such Personal
Data;

(b) the Data Subject has given his written consent to the proposed transfer;

(© the transfer is necessary for the performance of a contract between the Data Subject
and the Data Controller or the implementation of pre-contractual measures taken in
response to the Data Subject's request;

(d) the transfer is necessary for the conclusion or performance of a contract concluded in
the interest of the Data Subject between the Data Controller and a Third Party;

(e) the transfer is necessary for the establishment, exercise or defence of legal claims;

0] the transfer is necessary in order to protect the vital interests of the Data Subject;

(o) the transfer is necessary in the interests of the ADGM;

(h) the transfer is made at the request of a regulator, police or other government agency;

Q) the transfer is made from a register which according to law is intended to provide
information to the public and which is open to consultation either by the public in

general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case;

LNDOCS01/923546.6 5



()

)

)

Annex A

() the transfer is necessary for compliance with any regulatory or legal obligation to which
the Data Controller is subject;

(k) the transfer is necessary to uphold the legitimate interests of the Data Controller
recognised in the international financial markets, provided that the transfer is carried
out in accordance with applicable standards and except where such interests are
overridden by legitimate interests of the Data Subject relating to the Data Subject's
particular situation; or

() the transfer is necessary to comply with any regulatory, auditing, accounting, anti-
money laundering or counter terrorist financing obligations that apply to a Data
Controller which is established in the Abu Dhabi Global Market, or for the prevention
or detection of any crime.

Providing information where data have been obtained from the Data Subject

Data Controllers shall provide a Data Subject whose Personal Data it collects from the Data

Subject with at least the following information as soon as possible upon commencing to collect

Personal Data in respect of that Data Subject—

@ the identity of the Data Controller;

(b) the purposes of the Processing for which the Personal Data are intended; and

(©) any further information in so far as such is necessary, having regard to the specific
circumstances in which the Personal Data are collected, to guarantee fair Processing in
respect of the Data Subject, such as—

Q) the Recipients or categories of Recipients of the Personal Data;

(i) whether replies to questions are obligatory or voluntary, as well as the possible
consequences of failure to reply;

(iii)  the existence of the right of access to and the right to rectify the Personal Data
concerning him;

(iv)  whether the Personal Data will be used for direct marketing purposes; and

(V) whether the Personal Data will be Processed on the basis of section 3(1)(g) or
section 5(K).

A Data Controller need not provide that information otherwise required by subsection (1)(c)(i)
to the Data Subject if the Data Controller reasonably expects that the Data Subject is already
aware of that information.

Providing information where data have not been obtained from the Data Subject

Where Personal Data have not been obtained from the Data Subject, a Data Controller or his
representative shall at the time of undertaking the Processing of Personal Data or if a disclosure

to a Third Party is envisaged, no later than the time when the Personal Data are first Processed
or disclosed, provide the Data Subject with at least the following information—

@) the identity of the Data Controller;

(b) the purposes of the Processing;
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(c) any further information in so far as such further information is necessary, having regard
to the specific circumstances in which the Personal Data are Processed, to guarantee
fair Processing in respect of the Data Subject, such as—

(M the categories of Personal Data concerned;

(i) the Recipients or categories of Recipients;

(iii)  the existence of the right of access to and the right to rectify the Personal Data
concerning him;

(iv)  whether the Personal Data will be used for direct marketing purposes; and

(V) whether the Personal Data will be Processed on the basis of section 9(1)(g) or
section 5(K).

Subsection (1) shall not apply to require—

@ the Data Controller to provide information which the Data Controller reasonably
expects the Data Subject to possess; or

(b) the provision of such information if it is reasonably impracticable or would involve a
disproportionate effort.

Confidentiality

Any person acting under a Data Controller or a Data Processor, including the Data Processor himself,
who has access to Personal Data shall not Process them except on instructions from the Data Controller,
unless he is required to do so by law.

9.
1)

(2)

@)

(4)

Security of Processing

The Data Controller shall implement appropriate technical and organisational measures to
protect Personal Data against wilful, negligent, accidental or unlawful destruction or accidental
loss, alteration, unauthorised disclosure or access and against all other unlawful forms of
Processing, in particular where the Processing of Personal Data is performed pursuant to
sections 3 or 5.

Having regard to the cost of their implementation, such measures shall ensure a level of security
appropriate to the risks represented by the Processing and the nature of the Personal Data to be
protected.

The Data Controller shall, where Processing is carried out on its behalf, choose a Data Processor
providing sufficient guarantees in respect of the technical security measures and organisational
measures governing the Processing to be carried out, and shall ensure compliance with those
measures.

In the event of an unauthorised intrusion, either physical, electronic or otherwise, to any
Personal Data database, the Data Controller or the Data Processor carrying out the Data
Controller’s function at the time of the intrusion, shall inform the Registrar of the incident as
soon as reasonably practicable.
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Part 2 Rights of Data Subjects

Right to access to and rectification, erasure or blocking of Personal Data

A Data Subject has the right to require and obtain from the Data Controller upon request, at reasonable
intervals and without excessive delay or expense—

11.

1)

(2)

12.

1)

)

13.

(a)

(b)

(©)

confirmation in writing as to whether or not Personal Data relating to him are being
Processed and information at least as to the purposes of the Processing, the categories
of Personal Data concerned, and the Recipients or categories of Recipients to whom
the Personal Data are disclosed;

communication to him in an intelligible form of the Personal Data undergoing
Processing and of any available information as to their source; and

as appropriate, the rectification, erasure or blocking of Personal Data the Processing of
which does not comply with the provisions of these Regulations.

Right to object to Processing

A Data Subject has the right—

(a)

(b)

to object, at any time on reasonable grounds relating to his particular situation, to the
Processing of Personal Data relating to him; and

to be informed before Personal Data are disclosed for the first time to Third Parties or
used on their behalf for the purposes of direct marketing, and to be expressly offered
the right to object to such disclosures or uses.

Where there is a justified objection, the Processing instigated by the Data Controller shall no
longer include those Personal Data.

Part 3 Notifications to the Registrar

Requirement to notify the Registrar

A Data Controller shall establish and maintain records of any Personal Data Processing
operations or set of such operations intended to secure a single purpose or several related
purposes.

The Board may make rules prescribing—

(@)

(b)

(©)

the information in relation to Personal Data Processing operations that shall be recorded
for the purposes of subsection (1);

the circumstances in which a Data Controller shall notify the Registrar of any
operations referred to in subsection (1); and

the content of any such notification and any fees to be paid on such notification.

Register of notifications

The Registrar shall keep a register of Personal Data Processing operations notified in accordance with
section 12.

LNDOCS01/923546.6 8



14.

)

)

15.

)

)

16.
(1)
()

@)

(4)

Annex A

Part 4 The Registrar
General Powers of the Registrar

The Registrar has such functions and powers as may be conferred on it by or under these
Regulations and any other enactment.

Without limiting the generality of subsection (1), such powers and functions of the Registrar
include the powers and functions, so far as are reasonably practicable, to—

@ access Personal Data Processed by Data Controllers or Data Processors;

(b) collect all the information necessary for the performance of its supervisory duties;
(c) prescribe forms to be used for any of the purposes of these Regulations; and

(d) issue warnings and make recommendations to Data Controllers.

Production of information

The Registrar may require a Data Controller by written notice to—

@) give specified information; or

(b) produce specified documents which relate to the Processing of Personal Data.

The Data Controller in respect of whom a requirement is made pursuant to subsection (1) shall
comply with that requirement.

Part 5 The Board
Power to make rules
The Board may make rules in respect of any matters related to the Processing of Personal Data.

In particular, the Board when exercising the power in subsection (1) may make rules in respect
of-

@) forms, procedures and requirements under these Regulations;
(b) the keeping of the register of notifications; and

(c) the conduct of the Registrar and its officers, employees and agents in relation to the
exercise of powers and performance of functions under these Regulations.

Where the Board issues a standard or code of practice, the Board may incorporate such a
standard or code into the rules by reference and in such circumstances, except to the extent that
the rules otherwise provide, a person who is subject to the provisions of any such standard or
code shall comply with such provisions as if they were provisions of the rules.

Where any rules made for the purpose of these Regulations purport to be made in exercise of a
particular power or powers, they shall be taken also to be made in the exercise of all powers
under which they may be made.
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Part 6 Remedies, Liability and Sanctions
Directions and compensation

If the Registrar is satisfied that a Data Controller has contravened or is contravening these
Regulations or any rules made under these Regulations, the Registrar may issue a direction to
the Data Controller requiring him to do either or both of the following:

@) to do or refrain from doing any act or thing within such time as may be specified in the
direction; or

(b) to refrain from Processing any Personal Data specified in the direction or to refrain
from Processing Personal Data for a purpose or in a manner specified in the direction.

A direction issued under subsection (1) shall contain—

@ a statement of the contravention of these Regulations or rules which the Registrar is
satisfied is being or has been committed; and

(b) a statement to the effect that the Data Controller may seek a review by the Court of the
decision of the Registrar to issue the direction.

A Data Controller who fails, without reasonable excuse, to comply with any direction issued
by the Registrar under this section shall be liable to a fine of up to [e].

A person who receives a direction under this section may seek a review by the Court of the
decision of the Registrar to issue the direction.

A direction issued under subsection (1) is enforceable, on the application of the Registrar or
any person authorised in writing by the Registrar, by injunction.

An individual who suffers damage by reason of any contravention by a Data Controller of any
of the requirements of these Regulations or any rules made under these Regulations is entitled
to compensation from the Data Controller for that damage.

In proceedings brought against a person by virtue of subsection (6), it is a defence to prove that
he had taken such care as in all the circumstances was reasonably required to comply with the
requirement concerned.

Lodging claims and mediation

A person who believes on reasonable grounds that he has been adversely affected by a
contravention of these Regulations or any rules made under these Regulations in respect of the
Processing of their Personal Data and as regards the exercise of their rights under sections 10
and 11 may lodge a claim with the Registrar.

Without prejudice to any of its powers under these Regulations, the Registrar may mediate or
refer to the Court, any claim between the affected Data Subject referred to in subsection (1) and
the relevant Data Controller.
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Part 7 General Exemptions
19. General exemptions

1) The Board may make rules exempting Data Controllers from compliance with these
Regulations or any parts of these Regulations.

2 Without prejudice to subsection (1), sections 4, 5, 6, 7, 10 and 11 shall not apply to the Board,
the Court, the Regulator or the Registrar if the application of these sections would be likely to
prejudice the proper discharge by those entities of their powers or functions in so far as such
powers or functions are designed for protecting members of the public against—

@) financial loss due to dishonesty, malpractice or other seriously improper conduct by,
or the unfitness or incompetence of, persons carrying on any Controlled Activities; or

(b) dishonesty, malpractice or other seriously improper conduct by, or the unfitness or
incompetence of, persons carrying on Regulated Activities.

20. Interpretation

In these Regulations, unless the context indicates otherwise, the defined terms listed below shall have
the following meanings—

"Controlled Activities" means controlled activities as defined in the Commercial Licensing
Regulations 2015.

"Court" means the Court of First Instance;

"Data Controller" means any person in the Abu Dhabi Global Market who alone or jointly with others
determines the purposes and means of the Processing of Personal Data;

"Data Processor" means any person who Processes Personal Data on behalf of a Data Controller;
"Data Subject” shall mean the individual to whom Personal Data relate;

"ldentifiable Natural Person™ means a natural person who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity;

"Personal Data" means any information relating to an identified natural person or Identifiable Natural
Person;

"Processing" means any operation or set of operations which is performed upon Personal Data, whether
or not by automatic means, such as collection, recording, organisation, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, blocking, erasure or destruction, and "Processed", "Processes” and "Process"
shall be construed accordingly;

"Recipient™" means any person to whom Personal Data are disclosed, whether a Third Party or not, but
does not include any person to whom disclosure is or may be made as a result of, or with a view to, a
particular inquiry by or on behalf of that person made in the exercise of any power conferred by law;
"Regulated Activities" has the meaning given to it in the Financial Services and Markets Regulations
2015;
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"Sensitive Personal Data" means Personal Data revealing or concerning (directly or indirectly) racial
or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership and
health or sex life; and

"Third Party" means any person other than the Data Subject, the Data Controller, the Data Processor
and the persons who, under the direct control of the Data Controller or the Data Processor, are authorised
to Process the Personal Data.

21.

1)
(2)

22.

)
()
©)

(4)

Amendment of the Employment Regulations 2015
Section 51 of the Employment Regulations 2015 is repealed.

The definitions of "Data Subject”, "Personal Data" and "Processing™ in section 63 of the
Employment Regulations 2015 are repealed.

Short title, extent and commencement

These Regulations may be cited as the Data Protection Regulations 2015.

These Regulations shall apply in the Abu Dhabi Global Market.

These Regulations shall come into force on the date of their publication. The Board may by
rules make any transitional, transitory, consequential, saving, incidental or supplementary

provision in relation to the commencement of these Regulations as the Board thinks fit.

Rules made under subsection (3) may amend any provision of any other enactment (including
subordinate legislation made under such enactment).
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