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The Office of Data Protection regulates both the ADGM Authorities and all registered Entities
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• The ADGM Office of Data Protection is responsible for administering the 
Regulations and enforcing its provisions upon ADGM Authorities and all registered 
entities.

• This includes the following:

• Promoting awareness of data protection; 

• Providing information and guidance; 

• Monitoring compliance by ADGM entities; 

• Cooperation with international regulatory bodies. 

• Maintaining Data Protection Register 

• Issuing and collecting fees for registration and renewal. 

• Handling complaints from individuals & mediation.

• Investigating and enforcing action.
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Key Terms and Definitions 
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Terms Definition

Personal Data means any information relating to a Data Subject;

Data Subject means an identified or identifiable living natural person; an identifiable natural person is one
who can be identified, directly or indirectly;

Processing means any operation or set of operations which is performed on Personal Data or on sets of
Personal Data, whether or not by automated means, such as collection, recording,
organization, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction;

Controller means the natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the Processing of Personal Data;

Processor means a natural or legal person, public authority, agency or other body which Processes
Personal Data on behalf of the Controller;

Establishment means any authority, body corporate, branch, representative office, institution entity, or
project established, registered or licensed to operate or conduct any activity within the
ADGM or exempt from being registered or licensed under the laws of the ADGM;
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The Principles (Article 4)

All Controllers MUST process personal data in accordance with the following Principles:
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Lawfulness, Fairness 
and Transparency

Data Minimization

Purpose Limitation

AccuracyStorage Limitation

Integrity and 
Confidentiality

Accountability
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➢ Data Protection Officer appointment for certain entity types.

➢ Maintain a Record of Processing Activity for all activities 

involving Personal Data.

➢ Implement Data Protection Agreements with Processors.

➢ Be able to Demonstrate compliance with the Principles of the 

DPR 2021.

➢ Put controls and measures in place to manage individual 

rights requests.

➢ Conduct Data Protection Impact Assessment for projects 

and initiatives that may result in a high risk to the rights and 

freedoms of individuals.
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Obligations On Data Controllers And Processors Under DPR 2021 – High Level
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Right to be Informed

Right to erasure 

Right to data 
portability

Right to ObjectRight to Access

Rights in relation to 
automated decision 
making and profiling

Controls and 
measures to 
demonstrate 
compliance 

Right to rectification

Right to restrict 
processing

Individual Rights (Part III)
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Controller

• Ensure compliance with the Principles and Data Subject 

Rights.

• Implement appropriate technical and organizational measures 

to demonstrate compliance.

• Enforce data protection by design and by default 

• Maintain records of processing activities

• Ensure on-time payments of data protection fee to the 

Commissioner of Data Protection

• Notify the Commissioner of Data Protection of personal data 

breaches within the required timelines

Processor

• Process personal data only on documented instructions

from the Controller

• Ensure confidentiality while processing personal data

• Assist the Controller in implementing appropriate technical

and organizational measures and providing required

information for processing

• Return all personal data to the Controller after the end of

the provision of services relating to processing

Data Protection Officer

For Certain entity types it may be mandatory to appoint a Data Protection Officer

Key Data Controller and Data Processor Obligations
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THANK YOU
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