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16 October 2024

Notice No.: FSRA/FCCP/84/2024

To: Senior Executive Officers (SEO) and Principal Representatives (PR) of FSRA’s Relevant
Persons

Dear SEO, PR
RE: Cyber Security Council Alerts - Indicators of Compromise (loC’s)

Further to FCCP Notice No. FSRA/FCCP/15/2024 communicated on the 12" February 2024,
Relevant Persons are reminded that Cyber Security Council alerts are published daily on the FCCP
Cybercrime Prevention webpage Cybercrime Prevention (adgm.com). Relevant Persons are
required to review these regularly as a source of intelligence and take appropriate action to enhance
their systems and effectively maintain robust controls against potential cyber threats.

Relevant Persons are expected to import the 10C’s into their security monitoring tools and
continuously monitor network traffic, endpoints and system logs for any signs of 10C’s. This will
ensure early detection of potential breaches linked to 10C’s and allows for Relevant Persons to stay
ahead of the threat landscape and protect themselves from malicious activity.

The FCCP is keen to remind Relevant Persons that failing to act swiftly in response to Cyber Security
Council alerts published on the FCCP Cybercrime Prevention webpage Cybercrime Prevention
(adgm.com) or other relevant notifications can expose Relevant Persons to considerable security
threats. Such an omission may lead to serious consequences, including data breaches,
unauthorized access to sensitive information, and potential financial losses.

Your cooperation and vigilance in adhering to these measures are crucial to maintaining the integrity,
security, and stability of the UAE’s financial system.

For any further clarification, Relevant Persons are required to reach out by email to fccp-
cybercrimeprevention@adgm.com.

Sincerely,

Financial & Cyber Crime Prevention Unit
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