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14 October 2019

Financial Crime Prevention Outreach Session #3

Financial Crime Prevention Unit



Agenda

– National Risk Assessment 

– Sanction monitoring and obligations under UAE Cabinet Res. No (20) of 2019

– goAML system

– Thematic Review
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Provide an update on the NRA 
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What is the NRA? 

National Risk Assessment



Objective of NRA 
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The main objective for NRA are:-

Identifying 
vulnerabilities, 

threats and risks

• To mitigate and 
take administrative 
and other 
measures 

Is a tool for policy 
Makers 

• To determine how 
financial and 
human resources 
are distributed 

Provide clear idea of 
the risk scale

• To facilitate the 
effectiveness of the 
risk based process 



The importance National Risk Assessment
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Have a more comprehensive and common understanding of the 
inherent risks

Provides the basis for the formulation policies and procedures

Allows country to make more informed judgement about level 
of remaining risks or residual risks 
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National ML and TF Risk Assessment

Users and Stakeholders

Policy makers

FIU, LEAs, 
regulatory 

bodies 

Financial 
institutions, 

DNFBPs

NPOs  

Assessors and 
international 

agencies 

Public, 
academia…etc.

• The first  UAE’s NRA-related work started
• The Key Users and Stakeholders have been involved
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UAE National Risk Assessment

• Governance

NAMLCFTC

Sub-Committee for UAE 
national risk assessment

Sub-Committee for 
reviewing AML/CTF laws 

and regulation

Sub-Committee to 
evaluate UAE AML/CTF 

framework in the 
financial and 

commercial free zones

Higher Committee
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National ML and TF Risk Assessment-Stages

Source: FATF

 National Inherent Risk Assessment 
is key to support Risk-Based 
Approach 

 Developing profiles for each main 
elements of risk to be assessed:

 ML Threats

 TF Threats

 Sectoral Vulnerabilities

 National Vulnerabilities

 Consequences

 Rate each factor in the profile

 Rate confidence in information



The NRA Methodology - ML Threats
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High medium-high medium low

• Fraud

• Counterfeiting and Piracy of 

Products

• Illicit 

• Trafficking in Narcotic Drugs and 

Psychotropic Substances

• Professional Third Party Money 

Laundering.

• Market Manipulation

• Robbery  or Theft

• Illicit Trafficking in Stolen and Other 

Goods

• Forgery

• Smuggling (including in relation to 

customs and excise duties and taxes)

• Tax crimes (related to direct taxes and 

indirect taxes) 

• Terrorism including Terrorist financing

• Extortion

• Trafficking in Human 

Beings and Migrant 

Smuggling

• Corruption and Bribery

• Sexual Exploitation 

including Sexual 

Exploitation of Children

• Illicit Arms Trafficking

• Counterfeiting Currency

• Murder

• Grievous Bodily Injury

• Kidnapping Illegal Restraint

• Hostage-taking, Piracy

• Environmental Crime 

• The UAE authorities identified the threats for the 21 predicate crimes

• The UAE authorities used the pre-defined rating criteria to be assessed ML Threats:
 Actor’s Capacity

 Scope of ML activity

 Proceeds of Crime



The NRA Methodology - TF Threats
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The NRA also considered the risks associated with Terrorism Financing.

The Rating Factors for TF are:

Factor Definition 

Terrorist Actors’ Capacity sophistication, network and resources contribute to resilient, 
organization structure, size and complexity. 

Scope – global reach A network support  (local, regional, national, transnational) 
contributing to the resilience. 

Estimated of fund raised 
in the country annually

Estimated Dhs value of funds raised in the country
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The NRA Methodology - Sectorial Vulnerabilities

The UAE authorities also identified inherent ML/TF sectorial vulnerabilities based on 5 pre-
defined rating criteria:

Factor Definition 

Inherent 
characteristics 

Economic significance, complexity of business structure, integration with 
other sectors.

Nature of products
and services 

Products and services offered are more vulnerable to ML/TF, such as: 
cash payments, private banking, trade finance services, cross-border 
movements, high value commodities, professional services, corporate 
structures.

Nature of clientele Sector’s clientele profile, business relationship, Customer employment 
status, client’s occupation/businesses; facility to identify domestic / 
foreign PEPs, BOs.

Geographic reach High risk jurisdictions, countries of concern for ML/TF, and countries of 
strategic concern. 

Nature of delivery Anonymity (non Face to face), face-to-face, use of third parties,
Complexity (multiple intermediaries)
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The NRA Methodology -National 

Vulnerabilities/identifying 

consequences

ML/TF risk factors related to national vulnerabilities:-

 Political 

 Economic

 Social 

 Technological

 Legislative 



UAE ML Threats: Ratings
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High medium-high medium low

• Fraud

• Counterfeiting and Piracy of 

Products

• Illicit 

• Trafficking in Narcotic Drugs and 

Psychotropic Substances

• Professional Third Party Money 

Laundering.

• Market Manipulation

• Robbery  or Theft

• Illicit Trafficking in Stolen and Other 

Goods

• Forgery

• Smuggling (including in relation to 

customs and excise duties and taxes)

• Tax crimes (related to direct taxes and 

indirect taxes) 

• Terrorism including Terrorist financing

• Extortion

• Trafficking in Human 

Beings and Migrant 

Smuggling

• Corruption and Bribery

• Sexual Exploitation 

including Sexual 

Exploitation of Children

• Illicit Arms Trafficking

• Counterfeiting Currency

• Murder

• Grievous Bodily Injury

• Kidnapping Illegal Restraint

• Hostage-taking, Piracy

• Environmental Crime 

UAE Vulnerabilities: Ratings (On-Shore)

• Banks

• Money Service 

Business/Exchange Houses

• Dealers in Precious Metals and 

Stones. 

• Financial Advisors/Consultancy, 

Investment Fund/Asset Management, 

Brokers and Agents, and Credit 

Providers (Finance Companies).

• Lawyers, Notaries and Other 

Independent Legal Professionals

• Real Estate Agents

• Company Service Providers

• Auditors

• Custodians

• Life Insurance/ Investment 

and Property and Casualty 

(General Insurance) 

UAE Vulnerabilities: Ratings (FFZs)

• Money Service 

Businesses/Exchange Houses

• Banking

• Brokers and Agents

• Wealth Management

• Custodians

• Investment Fund Management

• Financial Advisors

• Company Service Providers

• Dealers in Precious Metals Stones

• Real Estate Agents

• Lawyers, Notaries and Other 

Independent Legal Businesses.

• Auditors

• Accountants

• Insolvency Firms

• Life Insurance 

• General Insurance 

The UAE authorities identified the inherent vulnerability ratings for each sectors in relation to 
Money Laundering
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National ML and TF Risk Assessment

Outcomes of NRA – How it was useful? 

• Prepared the country for the mutual evaluation

• Engaged all relevant authorities and shape the country’s AML/CTF policy 
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Expectations of ADGM entities 

1. Understand your inherent ML/TF risks 

2. Apply the most effective measure to address your business risks. 

3. Review and update your manuals to be align with NRA report.



Sanction monitoring and obligations under UAE Cabinet Res. No 

(20) of 2019

02
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Sanctions

1. The U.A.E, as a member of the United Nations, is required to comply with all Sanctions
issued and passed by the UNSC. The U.A.E periodically publicises its imposition of
sanctions. These UNSC obligations apply in the ADGM and their importance is emphasised
by specific obligations contained in the AML Rulebook requiring Relevant Persons to
establish and maintain effective systems and controls to make appropriate use of UNSC
Sanctions and resolutions (see Chapter 11).

2. The FATF has issued guidance on a number of specific UNSC Sanctions and resolutions
regarding the countering of the proliferation of weapons of mass destruction. Such
guidance has been issued to assist in implementing the targeted financial Sanctions and
activity based financial prohibitions. This guidance can be found on the FATF website (at
www.fatf-gafi.org).

3. In relation to unilateral Sanctions imposed in specific jurisdictions such as the European
Union, the U.K. ("HM Treasury") and the U.S. (by the Office of Foreign Assets Control
("OFAC")) and any other Sanctions that may apply to the Relevant Person’s business
partners and customers, the Regulator expects a Relevant Person to consider and take
positive steps to ensure compliance where required or appropriate.

file:///C:/Users/tien.tifa/AppData/Local/Temp/IBM%20Content%20Navigator%20Edit/.edittemp/oyc4ynzd.yin/www.fatf-gafi.org
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The UAE Cabinet of Ministers have recently issued the following 

resolutions:

Resolution Number Designated Persons

Resolution No. 18 of 2017 59 individuals and 12 entities

Resolution No. 28 of 2017 9 individuals and 9 entities

Resolution No. 45 of 2017 11 individuals and 2 entities

Resolution No. 53 of 2017 11 individuals and 2 entities

Resolution No. 24 of 2018 6 individuals and 3 entities

Resolution No. 50 of 2018 9 individuals



Cabinet Resolution No. (20) of 2019 
Concerning Regulations of Terrorism Lists, Enforcement of the 

Security Council Resolutions Concerning Terrorism Combatting, 
Prevention and Financing, Stop of Spread and Financing of Weapons 

and the Relevant Resolutions 

 Obligations of Financial Institutions and Designated Non-Financial Businesses and 
Professions
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Continuation of Slide 2

Article (19)

For the purposes of enforcement of the provisions of this Resolution, financial institutions and
designated non-financial businesses and professions shall:

1. Update the details of the persons listed on the Sanctions Committees on a daily basis, by

referring directly to the resolutions passed by the Security Council and published on its

website….

2. On constant basis verify the customer database and any information received concerning

potential or current customers….

3. Immediately report to the Regulator in the case of Freezing Funds for the Regulator to

report to the Office within five working days from the date of notifying it ....

4. Report to the Office, through the Regulator, if it finds that one of its previous customers

....

5. Report to the Office, through the Regulator, that no action has been taken due to

similarity in names ….

6. Cancel the Freezing within five working days from the date of cancelling ….
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Administrative and Penal Measures
Article (20)
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1. The Regulator shall undertake all the measures to ensure compliance by financial institutions
and designated non-financial businesses and professions with the Relevant Security Council
Resolutions and ….

2. A person, acting in good faith, shall be discharged from administrative liability for damage or
from a claim arising from ….

3. A person who has access to or who, directly or indirectly, by reason of his position, becomes
aware of any information ….

4. A person who violates the obligations provided for in this Resolution shall be punished by the
criminal and administrative penalties …..
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Update on the GoAML
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What is “goAML system”
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 FIU’s new reporting system;

 All reporting entities in UAE are required to register on the goAML platform

in order to submit suspicious reports. By completing the registration on

FIU’s new reporting platform

 ADGM is administering an instruction from a Federal level and thus

mandatory compliance is required.

 AML requirement applicable to all Relevant Persons under ADGM.



How to register on “goAML”
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 Register on goAML

1. Pre-registration (Service Access Control Manager)

https://eservices.centralbank.ae/sacm/

2. UAE goAML (Anti-Money-Laundering System)

https://services.cbuae.gov.ae/

https://services.cbuae.gov.ae/


Required documents/attachment for “goAML”
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FIs DNFBPs RegLab 

• Financial Service Permission (FSP) 

• Supporting evidence of the current 
MLRO and deputy MLRO (i.e. copies 
of passport, UAE Resident Visa and 
UAE ID).

• The ADGM Recognized Person Status 
Form

• ADGM Registration License

• Supporting evidence of the current 
MLRO (i.e. copies of passport, UAE 
Resident Visa and UAE ID).

• Financial Service Permission (FSP) 

• Supporting evidence of the current 
MLRO and deputy MLRO (i.e. copies 
of passport)

Hints:

 Mobile number

 Valid and working UAE Mobile number 

 Swift code

 Only to be used by reporting entities which are financial 

institutions. Others can input N/A 
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Update as 13 October 2019 

Stages Preregistration Overall goAML Registration Overall

Types FIs DNFBPs RegLab FIs DNFBPs RegLab

Approved or Activated 55/62 73/112 12/19 140/193 51/62 55/112 8/19 113/193

Not Register/connected 7/62 39/112 7/19 53/193 11/62 57/112 11/19 79/193

kindly contact goAML team goaml@cbuae.gov.ae; or goAML support team on 
02 691 5407 to help you in case if you face any technical issue. 

The survey link: https://services.cbuae.gov.ae/

Update on the goAML statistics 

mailto:goaml@cbuae.gov.ae
https://services.cbuae.gov.ae/


Thematic review 
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Thank You 


